URL Rewriting Guide

Originally written by
Ralf S Engelschall <rse@apache.org>
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This document supplements the nod_r ewr i t e reference documentation™. It describes how one can
use Apache'smod_rewr i t e to solve typical URL-based problems webmasters are usually confronted
with in practice. | give detailed descriptions on how to solve each problem by configuring URL
rewriting rulesets.
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I ntroduction tO mod_rewrite

The Apache module nod_rewrite is akiller one, i.e. it is a really sophisticated module which
provides a powerful way to do URL manipulations. With it you can nearly do all types of URL
manipulations you ever dreamed about. The price you have to pay is to accept complexity, because
nmod_rew it e'smajor drawback isthat it is not easy to understand and use for the beginner. And even
Apache experts sometimes discover new aspects where nod_r ewr i t e can help.

In other words: With mod_r ewr i t e you either shoot yoursalf in the foot the first time and never use it

again or love it for the rest of your life because of its power. This paper tries to give you afew initial
success events to avoid the first case by presenting already invented solutions to you.

Practical Solutions

Here come a lot of practical solutions I've either invented myself or collected from other peoples
solutions in the past. Feel free to learn the black magic of URL rewriting from these examples.

ATTENTION: Depending on your server-configuration it can be necessary to slightly change the
examplesfor your situation, e.g. adding the [ PT] flag when additionally using nod_al i as and
nmod_user di r, etc. Or rewriting aruleset tofitin. ht access context instead of per-server
context. Alwaystry to understand what a particular ruleset really does before you useit. It avoid
problems.

URL Layout

Canonical URLs

Description:
On some webservers there are more than one URL for a resource. Usually there are canonical
URL s (which should be actually used and distributed) and those which are just shortcuts, internal
ones, etc. Independent of which URL the user supplied with the request he should finally see the
canonical one only.
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Solution:
We do an external HTTP redirect for al non-canonical URLSs to fix them in the location view of
the Browser and for all subsequent requests. In the example ruleset below we replace/ ~user by
the canonical / u/ user and fix amissing trailing slash for / u/ user.

Rewr i t eRul e A/~([A/];3

2(. /ul$1/%$2 [R
RewriteRule ~/([uge] [?

/ *
( /]l)$ 1$1/$2/ [R

Canonical Hosthames
Description:

Solution:

Rewri t eCond % HTTP_HOST} I"fully\. qualified\.domain\. name [ NC|

Rewr i t eCond 9% HTTP_HOST} g

Rew i t eCond % SERVER PORT} !/80%

RewriteRule N (.*) http://fully.qualified.domain. nane: % SERVER PORT}/ $1 [|
Rewri t eCond % HTTP_HOST} I"fully\.qualified\.donmain\.nanme [ NC|

Rewr i t eCond % HTTP_HOST} I"$

RewriteRule "/ (.*) http://fully.qualified.domain. nane/$1 [L, R

M oved Docunent Root

Description:
Usually the Docunent Root of the webserver directly relates to the URL "/ ". But often this data
is not really of top-level priority, it is perhaps just one entity of alot of data pools. For instance
at our Intranet sites there are / e/ wwi (the homepage for WWW), / e/ sww/  (the homepage for
the Intranet) etc. Now because the data of the Docunent Root staysat / e/ ww/ we had to make
surethat al inlined images and other stuff inside this data pool work for subsequent requests.

Solution:
We just redirect the URL / to / e/ ww/ . While is seems trivia it is actualy trivial with
nmod_rewrite, only. Because the typica old mechanisms of URL Aliases (as provides by
mod_al i as and friends) only used prefix matching. With this you cannot do such a redirection
because the Docunent Root isaprefix of all URLs. Withnod_rew it e itisredly trivia:

Rewr i t eEngi ne on
RewiteRule ~/$ /e/ww [R

Trailing Slash Problem

Description:
Every webmaster can sing a song about the problem of the trailing slash on URLSs referencing
directories. If they are missing, the server dumps an error, because if you say / ~quux/ f oo
instead of / ~quux/ f oo/ then the server searches for afile named f oo. And because thisfileisa
directory it complains. Actualy it tries to fix it itself in most of the cases, but sometimes this
mechanism need to be emulated by you. For instance after you have done a lot of complicated
URL rewritings to CGI scripts etc.
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Solution:

The solution to this subtle problem is to let the server add the trailing slash automatically. To do
this correctly we have to use an externa redirect, so the browser correctly requests subsequent
images etc. If we only did a interna rewrite, this would only work for the directory page, but
would go wrong when any images are included into this page with relative URLS, because the
browser would request an in-lined object. For instance, a request for image.gif in
/ ~quux/ f oo/ i ndex. ht i would become/ ~quux/ i mage. gi f without the external redirect!

So, to do thistrick we write:

Rewri t eEngi ne on
Rewr i t eBase [ ~quux/
Rewrit eRul e rfoo$ foo/ [R

The crazy and lazy can even do the following in the top-level . ht access file of their homedir.
But notice that this creates some processing overhead.

Rewri t eEngi ne on

Rewr i t eBase [ ~quux/
Rewr i t eCond o REQUEST FI LENAMVE} -d
Rewrit eRul e NLOHNMT) S $1/ [R

Webcluster through Homogeneous URL L ayout
Description:

We want to create a homogeneous and consistent URL layout over all WWW servers on a
Intranet webcluster, i.e. all URLs (per definition server local and thus server dependent!) become
actualy server independent! What we want is to give the WWW namespace a consistent
server-independent layout: no URL should have to include any physically correct target server.
The cluster itself should drive us automatically to the physical target host.

Solution:

First, the knowledge of the target servers come from (distributed) external maps which contain
information where our users, groups and entities stay. The have the form

userl server_of userl
user2 server_of user2

We put them into files map. xxx-t o- host . Second we need to instruct all servers to redirect
URLs of the forms

[ u/ user/ anypat h
/ g/ gr oup/ anypat h
/elentity/anypath
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to

htt p: // physi cal - host/ u/ user/ anypat h
http:// physi cal - host/ g/ group/ anypat h
htt p: // physi cal -host/e/entity/anypath

when the URL is not locally valid to a server. The following ruleset does this for us by the help
of the map files (assuming that serverO is a default server which will be used if a user has no
entry in the map):

Rewr i t eEngi ne on

Rewr i t eMap user -t o- host t xt:/ pat h/to/ map. user -t o- host

Rewr i t eMap gr oup- t o- host t xt:/ pat h/to/ map. gr oup-t o- host

Rewr i t eMap entity-to-host txt:/path/to/ map. entity-to-host

RewriteRule  ~ul([M]+)12(.7%) http://${user-to-host: $1| server 0}/ u/ $1/ $2
RewriteRule ~/g/([MM]+)/?2(.*) http://${group-to-host: $1|server0}/g/ $1/ $2
RewriteRule ~el([~]+)]? el $1/ %2

+)/?$

] [ $1/ $2/ . ww/
15 ([ 1+ 4)

(

(.*) http://%{entity-to-host: $1| server0
/

/ [ $1/ $2/ . ww/ $3\

RewriteRul e N
RewriteRul e N

M ove Homedirsto Different Webserver

Description:
Many webmasters have asked for a solution to the following situation: They wanted to redirect
just all homedirs on a webserver to another webserver. They usually need such things when
establishing a newer webserver which will replace the old one over time.

Solution:
The solution is trivial with mod_rewite. On the old webserver we just redirect al
/ ~user/ anypat h URLstohttp:// newserver/ ~user/anypat h.

Rewr i t eEngi ne on

RewriteRule ~/~(.+) http://newserver/~$1 [R L]

Structured Homedirs

Description:
Some sites with thousands of users usually use a structured homedir layout, i.e. each homedir is
in a subdirectory which begins for instance with the first character of the username. So,
/ ~f oo/ anypath is /hone/f/foo/.ww anypath while /~bar/anypath s
[ horre/ b/ bar /. ww/ anypat h.

Solution:
We use the following ruleset to expand the tilde URL s into exactly the above layout.
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Rewr i t eEngi ne on
~~(([a-z])[a-z0-9] +) (. *)

RewriteRul e

Filesystem Reorganization

Description:

[ hone/ $2/ $1/ . ww$3

This redly is a hardcore example: a killer application which heavily uses per-directory
Rewr it eRul es to get a smooth look and feel on the Web while its data structure is never
touched or adjusted. Background: net.sw is my archive of freely available Unix software
packages, which | started to collect in 1992. It is both my hobby and job to to this, because while
I'm studying computer science | have also worked for many years as a system and network
administrator in my spare time. Every week | need some sort of software so | created a deep
hierarchy of directories where | stored the packages:

dr WxXr Wxr - X
dr WxXr Wxr - X
dr wWxr Wxr - x
dr wxr wxr - X
dr wxr wxr - X
dr wxr wxr - X
dr wxr wxr - x
dr wxr wxr - x
dr wxr wxr - x
dr wxr wxr - X
dr wxr wxr - x
dr Wxr Wxr - X
dr WxXr Wxr - X
dr WxXr Wxr - X
dr wWxr Wxr - x
dr wxr wxr - x

=

ONNNNOWWOUIORAUINNN

e

net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw

users
users
users
users
users
users
users
users
users
users
users
users
users
users
users
users

512
512
512
512
512
512
512
512
512
512
512
512
512
512
512
512

Aug
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Aug
Jul
Jul
Jul
Aug
Jul

3

OWOOORFRPROVOOVOVOVOWO VWO

18:
14:
00:
00:
19:
01:
01:
03:
03:
03:
16:
05:
09:
12:
20:
14:

39
37
34
41
25
54
58
19
21
24
33
53
24
17
15
08

Audi o/
Benchmar k/
Crypt o/
Dat abase/
D cts/

G aphi c/
Hacker s/

I nf oSys/
Mat h/

M sc/

Net wor k/
Oficel
Sof t Eng/
System
Typesetting/
X11/

In July 1996 | decided to make this archive public to the world via a nice Web interface. "Nice"
means that | wanted to offer an interface where you can browse directly through the archive
hierarchy. And "nice" means that | didn't wanted to change anything inside this hierarchy - not
even by putting some CGI scripts at the top of it. Why? Because the above structure should be
later accessible viaFTP aswell, and | didn't want any Web or CGI stuff to be there.

Solution:

The solution has two parts: The first is a set of CGI scripts which create all the pages at al
directory levels on-the-fly. | put them under / e/ net sw/ . ww/ asfollows:

SFTW-F--T--
dr wxr - Xr - X
- T WA WA T WA
SFTW-F--T--
SFW-FP--TF--
- T WXT - XTI - X
- T WXT - XTI - X
- F WXT - XTI - X
dr Wxr - Xr - X
- WXT - XTI - X
- F WXT - XTI - X

RPRPRNRRRRPRRRPROR

net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw
net sw

users
users
users
users
users
users
users
users
users
users
users

1318
512
372982
659
5697
579
1532
2866
512
24050
1589

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Jul

Aug
Aug

WUIoUIFRLrNEFE~OIOTR

18:
15:
16:
09:
18:
10:
17:
14:
23:
15:
18:

10
51
35
27
01
33
35
49
47
49
43

. wwacl

DATA/

LOGFI LE

TODO

net sw about . ht m
net sw access. pl
net sw- changes. cgi
net sw- hone. cgi
net sw-i ng/

net sw-1 sdir. cgi
net sw- sear ch. cgi
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- I WXT - XTI - X 1 netsw users 1885 Aug 1 17:41 netswtree.cgi
STWr--r-- 1 netsw users 234 Jul 30 16:35 netswunlimt.Ist

The DATA/ subdirectory holds the above directory structure, i.e. the real net.sw stuff and gets
automatically updated viar di st from time to time. The second part of the problem remains:
how to link these two structures together into one smooth-looking URL tree? We want to hide
the DATA/ directory from the user while running the appropriate CGI scripts for the various
URLs. Here is the solution: first | put the following into the per-directory configuration file in
the Docunent Root of the server to rewrite the announced URL / net . sw/ to the internal path
/ el net sw.

RewiteRul e “net.sw$ net . sw [R]
RewiteRule “net.sw (.*)$ e/netsw $1

The first rule is for requests which miss the trailing slash! The second rule does the real thing.
And then comes the killer configuration which stays in the per-directory config file
/el net sw . ww/ . wwwacl :

Opti ons ExecCd Fol | owSynii nks | ncl udes Ml ti Vi ews
Rewr i t eEngi ne on

# we are reached via /net.sw prefix
Rewr i t eBase [ net . sw

# first we rewite the root dir to
# the handling cgi script

RewiteRule "% net sw hone. cgi
RewriteRul e Aindex\. htm $ net sw- hone. cgi

.—..—.
R T

# strip out the subdirs when
# the browser requests us from perdir pages
RewiteRule ~. +/(netsw[~/]+/.+)$ $1 [L]

# and now break the rewiting for local files
RewriteRul e Anet sw hone\ . cgi . *
RewiteRul e “netsw changes\.cgi.*
RewiteRul e “netswsearch\.cgi.*
RewriteRule “netswtree\l.cgi $
RewiteRule “netsw about\.htm $
RewiteRule “~netswing/.*$

1 1 1 1 1 1
e
ST

# anything else is a subdir which gets handl ed
# by another cgi script
Rewri t eRul e I"netsw I sdir\.cgi.*

- [d
RewiteRule (.*) net sw| sdir.cgi/$1

Some hints for interpretation:

1. NoticethelL (last) flag and no substitution field (- ') in the forth part
2. Noticethe! (not) character and the C (chain) flag at the first rule in the last part
3. Noticethe catch-all pattern in the last rule
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NCSA imagemap to Apache nod_i map

Description:
When switching from the NCSA webserver to the more modern Apache webserver a lot of
people want a smooth transition. So they want pages which use their old NCSA i magenap
program to work under Apache with the modern nod_i nap. The problem is that there are a lot
of hyperlinks ~ around  which  reference  the i magemap program  via
/ cgi - bi n/ i magemap/ pat h/ t o/ page. map. Under Apache this has to read just
/ pat h/ t o/ page. map.

Solution:
We use aglobal rule to remove the prefix on-the-fly for al requests:

Rewri t eEngi ne on
Rewrit eRul e Al cgi - bin/i magemap(.*) $1 [PT]

Sear ch pagesin morethan onedirectory

Description:
Sometimes it is necessary to let the webserver search for pages in more than one directory. Here
MultiViews or other techniques cannot help.

Solution:
We program a explicit ruleset which searches for the filesin the directories.

Rewr i t eEngi ne on

# first try to find it in custom ...

# ...and if found stop and be happy:

Rewr i t eCond [ your/docroot/dirl/ % REQUEST FI LENAME} -f
RewiteRule ~(.+) /your/docroot/dirl/$1 [L]

# second try to find it in pub/...

# ...and if found stop and be happy:

Rewr i t eCond [ your/ docroot/dir2/ % REQUEST FI LENAME} -f
RewriteRule ~(.+) /your/docroot/dir2/$1 [L]

# else go on for other Alias or ScriptAias directives,
# etc.
RewiteRule ~(.+) - [PT]

Set Environment Variables According To URL Parts

Description:
Perhaps you want to keep status information between requests and use the URL to encode it. But
you don't want to use a CGI wrapper for all pages just to strip out thisinformation.

Solution:
We use a rewrite rule to strip out the status information and remember it via an environment
variable which can be later dereferenced from within XSSl or CGI. This way a URL
/ f oo/ S=j aval/ bar/ gets trandated to /foo/ bar/ and the environment variable named
STATUS is set to the value "java’.
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Rewr i t eEngi ne on
RewriteRule  ~(.*)/S=([M]+)/(.*) $1/ $3 [ E=STATUS: $2]

Virtual User Hosts

Description:
Assume that you want to provide www. user nane. host . donai n. com for the homepage of
username via just DNS A records to the same machine and without any virtualhosts on this
machine.

Solution:
For HTTP/1.0 requests there is no solution, but for HTTP/1.1 requests which contain a Host:
HTTP header we can use the following ruleset to rewrite
ht t p: / / www. user nane. host . cont anypat h internally to/ hone/ user nane/ anypat h:

Rewr i t eEngi ne on

Rewr i t eCond 94 HTTP_HOST} AWM . [~ ] +\ . host\ . con$
RewiteRule ~(.+) %4 HTTP_HOST} $1 [C
RewiteRule ~wwWh\.([~.]+)\.host\.com(.*) /hone/$1%$2

Redirect Homedirs For Foreigners

Description:
We want to redirect homedir URLs to another webserver www. somewher e. com when the
requesting user does not stay in the local domain our donmi n. com This is sometimes used in
virtual host contexts.

Solution:
Just arewrite condition:

Rewr i t eEngi ne on
Rewr i t eCond %4 REMOTE_HOST} !'~. +\. ourdomai n\. conts
RewiteRule ~(/~.+) http://ww. somewhere. coml $1 [ R, L]

Redirect Failing URLs To Other Webserver

Description:
A typical FAQ about URL rewriting is how to redirect failing requests on webserver A to
webserver B. Usualy this is done via Er r or Docunent CGI-scripts in Perl, but there is dso a
mod_rewite solution. But notice that this performs more poorly than using an
Error Docunent CGlI-script!

Solution:
The first solution has the best performance but less flexibility, and is less error safe:

Rewr i t eEngi ne on
Rewr i t eCond [ your/ docr oot / %4 REQUEST FI LENAME} ! -f
RewriteRule ~(.+) http: //webserver B. dontf $1
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The problem here is that this will only work for pages inside the Docunent Root . While you can
add more Conditions (for instance to also handle homedirs, etc.) there is better variant:

Rewr i t eEngi ne on
Rewr i t eCond % REQUEST URI} !'-U
RewiteRule A(.+) htt p://webserver B. dom $1

This uses the URL look-ahead feature of nod _rew it e. The result is that this will work for all
types of URLs and is a safe way. But it does a performance impact on the webserver, because for
every request there is one more internal subrequest. So, if your webserver runs on a powerful
CPU, use this one. If it is a Slow machine, use the first approach or better a Er r or Docunent
CGl-script.

Extended Redirection

Description:
Sometimes we need more control (concerning the character escaping mechanism) of URLS on
redirects. Usually the Apache kernels URL escape function also escapes anchors, i.e. URLs like
"url #anchor". You cannot use this directly on redirects with nod_rewite because the
uri _escape() function of Apache would also escape the hash character. How can we redirect
tosuchaURL?

Solution:
We have to use a kludge by the use of a NPH-CGI script which does the redirect itself. Because
here no escaping is done (NPH=non-parseable headers). First we introduce a new URL scheme
xredi rect: by thefollowing per-server config-line (should be one of the last rewrite rules):

RewriteRul e "xredirect:(.+) /path/to/nph-xredirect.cgi/$1 \
[ T=application/x-httpd-cgi, L]

Thisforces all URLs prefixed with xr edi r ect : to be piped through the nph- xr edi r ect . cgi
program. And this program just looks like:

#!/ pat h/ t o/ per|

#i#

## nph-xredirect.cgi -- NPH CEA script for extended redirects
## Copyright (c) 1997 Ralf S. Engelschall, Al Rights Reserved.
#i#t

$I =1,

$url = $ENV{' PATH I NFO };

print "HTTP/ 1.0 302 Moved Tenporarily\n";
print "Server: $ENV{' SERVER SOFTWARE }\ n";
print "Location: $url\n";

print "Content-type: text/htm\n";

print "\'n";

print "<htm >\ n";
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print "<head>\n";

print "<title>302 Moved Tenporarily (EXTENDED)</title>\n";
print "</head>\n";

print "<body>\n";

print "<hl>Moved Tenporarily (EXTENDED)</h1>\n";

print "The docunment has nobved <a HREF=\"3$url\">here</a>. <p>\n";
print "</body>\n";

print "</htm >\n";

##EOF##

This provides you with the functionality to do redirects to all URL schemes, i.e. including the
one which are not directly accepted by nod_r ewr i t e. For instance you can now also redirect to
news: newsgroup via

RewriteRul e “anyur|l xredirect: news: newsgroup

Notice: You havenotto put [ R] or [ R, L] to the above rule because the xr edi r ect : need
to be expanded later by our special "pipe through" rule above.

Archive Access M ultiplexer

Description:
Do you know the great CPAN (Comprehensive Perl Archive Network) under
http://www.perl.com/CPAN? This does a redirect to one of several FTP servers around the world
which carry a CPAN mirror and is approximately near the location of the requesting client.
Actually this can be called an FTP access multiplexing service. While CPAN runs via CGlI
scripts, how can asimilar approach implemented vianod_rewr it e?

Solution:
First we notice that from version 3.0.0 nod rewite can aso use the "ftp:" scheme on
redirects. And second, the location approximation can be done by a Rewri t eMap over the
top-level domain of the client. With a tricky chained ruleset we can use this top-level domain as
akey to our multiplexing map.

Rewr i t eEngi ne on

Rewr i t eMap mul ti pl ex txt:/ path/to/ map. cxan
RewriteRule ~/CxAN (.*) % REMOTE_HOST} : : $1

RewiteRule A +\.([a-zA-Z]+)::(.*)$ ${nultiplex:$l|ftp.default.don}$2

##

## map.cxan -- Miltiplexing Map for CxAN
##

de ftp://ftp.cxan. de/ CXAN

uk ftp://ftp.cxan. uk/ CxAN

com ftp://ftp.cxan. coml CxAN
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H#H#EOF##

Time-Dependent Rewriting

Description:
When tricks like time-dependent content should happen alot of webmasters still use CGI scripts
which do for instance redirects to specialized pages. How can it be donevianod rewrite?

Solution:
There are a lot of variables named TI ME_xxx for rewrite conditions. In conjunction with the
special lexicographic comparison patterns <STRI NG, >STRI NG and =STRI NG we can do
time-dependent redirects:

Rewr i t eEngi ne on

RewriteCond 9% TI ME_HOUR} %4 TI ME_M N} >0700
RewriteCond 9% TI ME_HOUR} % TI ME_M N} <1900
RewriteRule ~fool.htm $ f oo. day. ht m
RewriteRule ~fool.htm $ f 0o. ni ght . ht m

This provides the content of f oo. day. ht Ml under the URL f oo. ht i from 07: 00- 19: 00
and a the remaining time the contents of foo. night.htm . Just a nice feature for a

homepage...

Backward Compatibility for YYYY to XXXX migration

Description:
How can we make URLs backward compatible (still existing virtually) after migrating
docunent . YYYY to docunent . XXXX, e.g. after translating abunch of . ht m filesto. pht m ?

Solution:
We just rewrite the name to its basename and test for existence of the new extension. If it exists,
we take that name, else we rewrite the URL to its original state.

backward conpatibility rul eset for

rewiting document.htm to docunent.phtni

when and only when docunent.phtm exists

but no | onger docunent. ht mn

Rewr i t eEngi ne on

Rewr i t eBase [ ~quux/

# parse out basenane, but renenber the fact

RewiteRule ~(.*)\.htm$ $1 [ C, EEVASHTM.: yes]
# rewite to docunent.phtm if exists

RewriteCond 9% REQUEST FI LENAME}. phtml -f

HHHH

RewiteRule ~(.*)$ $1.phtn [ S=1]
# el se reverse the previ ous basenane cutout
RewriteCond % ENV: WasHTM.} ryes$

RewiteRule ~(.*)$ $1.htni

Content Handling

From Old to New (intern)



URL Rewriting Guide

Description:
Assume we have recently renamed the page bar . ht nl to f oo. ht M and now want to provide
the old URL for backward compatibility. Actualy we want that users of the old URL even not
recognize that the pages was renamed.

Solution:
We rewrite the old URL to the new oneinternally viathe following rule:

Rewr i t eEngi ne on
Rewr i t eBase [ ~quux/
Rewri t eRul e Afool.htm $ bar. htn

From Old to New (extern)

Description:
Assume again that we have recently renamed the page bar . ht M tof oo. ht "l and now want to
provide the old URL for backward compatibility. But this time we want that the users of the old
URL get hinted to the new one, i.e. their browsers Location field should change, too.

Solution:
We force aHTTP redirect to the new URL which leads to a change of the browsers and thus the
usersview:

Rewri t eEngi ne on
Rewr i t eBase [ ~quux/
Rewrit eRul e AMfool.htm$ bar.html [R]

Browser Dependent Content

Description:
At least for important top-level pages it is sometimes necessary to provide the optimum of
browser dependent content, i.e. one has to provide a maximum version for the latest Netscape
variants, aminimum version for the Lynx browsers and a average feature version for all others.

Solution:
We cannot use content negotiation because the browsers do not provide their type in that form.
Instead we have to act on the HTTP header "User-Agent”. The following condig does the
following: If the HTTP header "User-Agent" begins with "Mozilla/3", the page f oo. ht l is
rewritten to f oo. NS. ht M and and the rewriting stops. If the browser is"Lynx" or "Mozilla" of
version 1 or 2 the URL becomes foo.20.htnl. All other browsers receive page
f 0o. 32. ht il . Thisis done by the following ruleset:

Rewr i t eCond % HTTP_USER AGENT} ~Mbzilla/3.*

RewiteRule Afoo\l.htm $ f 0o. NS. ht ni [ L]
Rewr i t eCond 9% HTTP_USER AGENT} A~Lynx/.* [ OR]
Rewr i t eCond 9% HTTP_USER_AGENT} ~Mozilla/[12].*
RewriteRule ~foo\.htm $ f 0o. 20. ht m [L]

RewiteRule ~foo\.htm $ foo0.32. htn [L]
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Dynamic Mirror

Description:

Assume there are nice webpages on remote hosts we want to bring into our namespace. For FTP
servers we would use the i rr or program which actually maintains an explicit up-to-date copy
of the remote data on the local machine. For a webserver we could use the program webcopy
which acts similar via HTTP. But both techniques have one major drawback: The local copy is
aways just as up-to-date as often we run the program. It would be much better if the mirror is
not a static one we have to establish explicitly. Instead we want a dynamic mirror with data
which gets updated automatically when there is need (updated data on the remote host).

Solution:
To provide this feature we map the remote webpage or even the complete remote webarea to our
namespace by the use of the Proxy Throughput feature (flag [ P] ):

Rewri t eEngi ne on
Rewr i t eBase [ ~quux/
Rew it eRul e Ahot sheet/ (.*)$ http://ww. tstinpreso.conl hotsheet/$1 [P

Rewri t eEngi ne on
Rewr i t eBase [ ~quux/
Rew it eRul e Ausa-news\. htm$  http://ww. quux-corp. conl news/index. htm [ P]

Rever se Dynamic Mirror
Description:

Solution:

Rewr i t eEngi ne on
RewriteCond /mrror/of/renptesite/$1 -U
RewriteRule ~http://wwh\.renotesite\.com (.*)$ /mirror/of/renotesite/ $1

Retrieve Missing Data from Intranet

Description:
This is a tricky way of virtualy running a corporate (external) Internet webserver
(www. quux- cor p. dom), while actually keeping and maintaining its data on a (internal) Intranet
webserver (ww2. quux- cor p. dom) which is protected by a firewall. The trick is that on the
external webserver we retrieve the requested data on-the-fly from the internal one.

Solution:
First, we have to make sure that our firewall still protects the internal webserver and that only the
external webserver is allowed to retrieve data from it. For a packet-filtering firewall we could for
instance configure afirewall ruleset like the following:
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ALLOW Host www. quux-cor p. dom Port >1024 --> Host www2. quux-cor p.dom Port 80
DENY Host * Port * --> Host www\2. quux-corp.dom Port 80

Just adjust it to your actua configuration syntax. Now we can establish the nod_rewri t e rules
which request the missing data in the background through the proxy throughput feature:

RewriteRule M ~([~]+)/2(.%) [ hore/ $1/ . www/ $2
Rewr i t eCond % REQUEST FI LENAME} I-f
Rewr i t eCond % REQUEST_FI LENAVE} l-d

RewiteRul e A home/ ([~ ]+)/.ww/ ?2(.*) http://ww2. quux-cor p. dom ~$1/ pub/ $2 [ P

L oad Balancing

Description:
Suppose we want to load balance the traffic to www. f oo. comover ww{ 0- 5] . f 0o. com(atotal
of 6 servers). How can this be done?

Solution:
There are alot of possible solutions for this problem. We will discuss first a commonly known
DNS-based variant and then the special one with nod_rew it e:

1. DNSRound-Robin
The simplest method for load-balancing is to use the DNS round-robin feature of BI ND.
Here you just configure ww 0- 9] . f oo. com as usual in your DNS with A(address)

records, e.g.
w0 IN A 1.2.3.1
vl IN A 1.2.3.2
VW2 IN A 1.2.3.3
w3 IN A 1.2.3. 4
w4 IN A 1.2.3.5
WS IN A 1.2.3.6

Then you additionally add the following entry:

CNAVE ww\O. f 00. com
CNAME wwil. f 00. com
CNAME ww\2. f 00. com
CNAME ww\3. f 00. com
CNAME wwé. f 00. com
CNAVE wwws. f 00. com
CNAVE WwW6. f 00. com

2222222

Notice that this seems wrong, but is actually an intended feature of BI ND and can be used
in thisway. However, now when ww. f 00. comgets resolved, Bl ND gives out wwwO- W6
- but in adightly permutated/rotated order every time. This way the clients are spread over
the various servers. But notice that this not a perfect load balancing scheme, because DNS
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resolve information gets cached by the other nameservers on the net, so once a client has
resolved www. f 0o. comto a particular wwwN. f oo. com all subsequent requests also go to
this particular name ww. f oo. com But the final result is ok, because the total sum of the
requests are really spread over the various webservers.

. DNSLoad-Balancing

A sophisticated DNS-based method for load-balancing is to use the program | bnaned
which can be found at http://www.stanford.edu/~schemers/docs/|bnamed/Ibnamed.html. It
is a Perl 5 program in conjunction with auxilliary tools which provides a red
load-balancing for DNS.

. Proxy Throughput Round-Robin
In this variant we use nod_rewr i t e and its proxy throughput feature. First we dedicate
wwO. f 0o. comto be actually ww. f oo. comby using asingle

VWY IN CNAMVE ww\O. f 00. com

entry in the DNS. Then we convert wwO. f 0oo. com to a proxy-only server, i.e. we
configure this machine so al arriving URLSs are just pushed through the internal proxy to
one of the 5 other servers (wwwi- ww5). To accomplish this we first establish a ruleset
which contacts aload balancing script | b. pl for all URLSs.

Rewr i t eEngi ne on
Rewr i t eMap I b prg:/path/to/lb. pl
RewriteRule ~/(.+)$ ${Ib: $1} [P, L]

Then wewritel b. pl :

#!/ pat h/ t o/ perl

Hit

## |1b.pl -- load bal ancing script

#it

$| =1,

$nane = "ww/'; # the host nane base

$first = 1; # the first server (not O here, because 0 is nyself)
$l ast = 5; # the | ast server in the round-robin

$domain = "foo.dont'; # the dommi nnane

$cnt = O;

whil e (<STDI N>) {
$cnt = (($cnt+1) % ($l ast +1-$first));
$server = sprintf("%%. %", $nane, $cnt+$first, $donain);
print "http://$server/$_";

HHEOF##

A last notice: Why is this useful ? Seems like wwO. f oo. comstill is overloaded? The
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answer is yes, it is overloaded, but with plain proxy throughput requests, only! All
SSl, CGl, ePerl, etc. processing is completely done on the other machines. Thisis the
essential point.

4. Hardware/TCP Round-Robin
There is a hardware solution available, too. Cisco has a beast called LocalDirector which
does a load balancing at the TCP/IP level. Actually this is some sort of a circuit level
gateway in front of awebcluster. If you have enough money and really need a solution with
high performance, use this one.

Rever se Proxy
Description:
Solution:
##
## apache-rproxy.conf -- Apache configuration for Reverse Proxy Usage
##
# server type
Server Type st andal one
Li sten 8000
M nSpar eSer ver s 16
Start Servers 16
MaxSpar eSer ver s 16
MaxCl i ent s 16

MaxRequest sPer Child 100

# server operation paraneters

KeepAl i ve on

MaxKeepAl i veRequests 100

KeepAl i veTi neout 15

Ti meout 400

I denti t yCheck of f

Host nanmeLookups of f

# paths to runtinme file

PidFil e /path/to/apache r proxy. pi d
LockFil e / pat h/ t o/ apache-r proxy. | ock
Error Log [ pat h/ t o/ apache-r proxy. el og
Cust onlLog / pat h/t o/ apache-rproxy.dlog "% %/ %}t % -> % SERVER}e URL:

# unused pat hs

Ser ver Root [tnp
Docunent Root /tnp
CacheRoot [tnp
Rewrit eLog [ dev/ nul
Tr ansf er Log / dev/ nul
TypesConfi g [ dev/ nul
AccessConfi g [ dev/ nul
Resour ceConfi g / dev/ nul

# speed up and secure processing

<Directory />

Options -Fol | owSynli nks - Synii nksl f Omer Mat ch
Al |l owOverri de None

</Directory>

# the status page for nonitoring the reverse proxy
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<Locati on /apache-r proxy- st at us>
Set Handl er server - st at us
</ Locati on>

# enable the URL rewiting engine
Rewr i t eEngi ne on
Rewr i t eLogLevel 0

# define a rewiting map with val ue-1ists where
# mod rewite randomy chooses a particul ar val ue
Rewr i t eMap server rnd:/path/tol/apache-rproxy. conf-servers

# make sure the status page is handl ed | ocally

# and nake sure no one uses our proxy except ourself
Rewri t eRul e N[ apache-rproxy-status.* - [L]
RewriteRul e A(Chttp|ftp)://.* - |[FH

# now choose the possible servers f
Rewr it eRul e A(.*\.(cgi|shtm))$
Rewrit eRul e AN(.*)$

or particular URL types
to://${server:dynam c}/$1 [ S=1]
to://${server:static}/$1

# and del egate the generated URL by passing it
# through the proxy nodul e
Rew it eRul e Aol /T ([MTH)(.*) http://$1/ $2 [ E=SERVER: $1, P, L]

# and nake really sure all other stuff is forbidden
# when it should survive the above rules..

RewriteRul e L* - [ F]
# enabl e the Proxy nodul e without caching

Pr oxyRequest s on

NoCache *

# setup URL reverse mapping for redirect reponses
ProxyPassReverse [/ http://wwil.foo.dom
ProxyPassReverse [/ http://ww2.foo.dom
ProxyPassReverse [/ http://ww3.foo.dom
ProxyPassReverse [/ http://ww&4. foo.dom
ProxyPassReverse [/ http://wwb. f oo. dom
ProxyPassReverse [/ http://ww6. foo. dom

#it

## apache-rproxy.conf-servers -- Apache/nod rewite sel ection table
##

# i st of backend servers which serve static

# pages (HTM. files and | nages, etc.)
static ww\l. f 0o. don] ww2. f 0o. dom] ww@3. f 0o. doni www4. f 0o. dom

# list of backend servers which serve dynamically
# gener ated page (CE prograns or nod_perl scripts)
dynami c ww\s. f 0o. don] wwe. f 0o. dom

New MIME-type, New Service

Description:
On the net there are a lot of nifty CGI programs. But their usage is usually boring, so a lot of
webmaster don't use them. Even Apache's Action handler feature for MIME-types is only
appropriate when the CGI programs don't need speciad URLs (actually PATH | NFO and
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QUERY_STRI NGS) astheir input. First, let us configure anew file type with extension . scgi (for
secure CGI) which will be processed by the popular cgi wr ap program. The problem here is that
for instance we use a Homogeneous URL Layout (see above) afile inside the user homedirs has
the URL /u/user/foo/bar.scgi. But cgiwap needs the URL in the form
/ ~user/ f oo/ bar. scgi /. Thefollowing rule solves the problem:

RewriteRule ~/[uge]l/([~]+)/\.ww (.+)\.scgi(.*) ...
/internal/cgi/user/cgiwap/~$1/$2.scgi $3 [NS, T=application/x-http-cgi]

Or assume we have some more nifty programs. www og (which displays the access. | og for a
URL subtree and wwi dx (which runs Glimpse on a URL subtree). We have to provide the URL
area to these programs so they know on which area they have to act on. But usually this ugly,
because they are al the times still requested from that areas, i.e. typically we would run the
swwi dx program from within/ u/ user/ f oo/ viahyperlink to

[internal/cgi/user/swn dx?i =/ u/ user/f oo/

which is ugly. Because we have to hard-code both the location of the area and the location of
the CGI inside the hyperlink. When we have to reorganize the area, we spend a lot of time
changing the various hyperlinks.

Solution:
The solution here is to provide a specia new URL format which automatically leads to the
proper CGlI invocation. We configure the following:

RewriteRul e R

/ ([uge])/ /internal /cgi/user/wwi dx?i =/ $1/ $2$3/
RewriteRul e N ([uge] )/

*
og /internal/cgi/user/ww og?f=/3$1/ $2%$3

Now the hyperlink to search at / u/ user/ f oo/ readsonly

HREF="*"

which internally gets automatically transformed to

/internal /cgi/user/wwi dx?i =/ u/ user/f oo/

The same approach leads to an invocation for the access log CGI program when the hyperlink
: | og gets used.

From Static to Dynamic
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Description:
How can we transform a static page f oo. ht m into a dynamic variant f 0o. cgi in a seamless
way, i.e. without notice by the browser/user.

Solution:
We just rewrite the URL to the CGI-script and force the correct MIME-type so it gets really run
as a CGl-script. This way a request to / ~quux/ f oo. ht m internally leads to the invocation of
/ ~quux/ f 0o. cgi .

Rewri t eEngi ne on
Rewr i t eBase [ ~quux/
Rewri t eRul e Aool.htm$ foo.cgi [T=application/x-httpd-cgi]

On-the-fly Content-Regeneration

Description:
Here comes a redly esoteric feature: Dynamically generated but statically served pages, i.e.
pages should be delivered as pure static pages (read from the filesystem and just passed through),
but they have to be generated dynamically by the webserver if missing. This way you can have
CGl-generated pages which are statically served unless one (or a cronjob) removes the static
contents. Then the contents gets refreshed.

Solution:
Thisis done viathe following ruleset:

Rewri t eCond % REQUEST FI LENAME} I-s
RewriteRul e *“page\.htm $ page. cgi [ T=appl i cation/x-httpd-cgi, L]

Here a request to page. htnl leads to a internal run of a corresponding page. cgi if
page. ht nl isstill missing or has filesize null. The trick here is that page. cgi isausua CGI
script which (additionally to its STDOUT) writes its output to the file page. ht ml . Once it was
run, the server sends out the data of page. ht nl . When the webmaster wants to force a refresh
the contents, he just removes page. ht m (usually done by a cronjob).

Document With Autor efresh

Description:
Wouldn' it be nice while creating a complex webpage if the webbrowser would automatically
refresh the page every time we write a new version from within our editor? Impossible?

Solution:
No! We just combine the MIME multipart feature, the webserver NPH feature and the URL
manipulation power of nod_rewite. First, we establish a new URL feature: Adding just
:refresh toany URL causes thisto be refreshed every time it gets updated on the filesystem.

RewiteRule ~(/[uge]/[~ ]+ ?.*):refresh /[internal/cgi/apache/nph-refresh?f=%1

Now when we reference the URL
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[ u/ f ool bar/ page. ht m : refresh

this leads to the internal invocation of the URL

/i nternal /cgi/apache/ nph-refresh?f=/u/foolbar/page. ht n

The only missing part is the NPH-CGI script. Although one would usually say "left as an
exercise to thereader” ;-) | will provide this, too.

#!/ sw bi n/ per |

#i#

## nph-refresh -- NPH CE@ script for auto refres h| ng pages

## Copyright (c) 1997 Ralf S. Engelschall, Al Rights Reserved.
#i#

$| = 1;

# split the QUERY_STRI NG vari abl e
@airs = split(/&, $ENV{' QUERY_STRI NG });
foreach $pair (@)al rs) {
($nane, $value) = split(/=/, S$pair);
$nanme =~ tr/A-Z/ a-z/;
$nane = ' QS ' . $nane;
$val ue =~ s/ % [a-fA-FO-9][a-fA-F0-9])/pack("C', hex($1))/eg;
eval "\$$name = \"$val ue\"";

}
$QB s =1if ($QBS s eq '');
$QS n = 3600 if ($QS n eq '');
if ($Q6.f eq

print "HTTP/ 1.0 200 OK\n";

print "Content-type: text/htm\n\n";
print "& t;b&gt; ERROR&I t;/b&gt;: No file given\n";
exit(0);

}
if (! -f $Qs f) {
print "HTTP/1.0 200 OK\ n";
print "Content-type: text/htm \n\n";
print "& t;b&gt; ERROR&I t;/b&gt;: File $Qs f not found\n";
exit(0);

sub print http headers_mnul ti part _begin {
print HTTP/1 0 200 OK\n"
$bound = " Thi sRandonftri n912345";
print "Content-type: multipart/x-m xed-repl ace; boundar y=$bound\ n";
&rint_http headers nultipart next;

sub print_http_headers_multipart_next {
print "\n--$bound\n";

sub print_http headers_multipart_end {
print "\n--$bound--\n";
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sub di splayhtm {
| ocal ($buffer) = @;
$len = Iength($buffer)
print "Content-type: text/htn1\n";
print "Content-length: $len\n\n";
print $buffer;

}

sub readfile {
| ocal ($file) = @;
| ocal (*FP $S| ze, $buffer, $bytes);
($x, $x, $x, $x, $x, $x, $x, $size) = stat($file);
$si ze = spri ntf(" %", $size);
open(FP, "&lt;$file");
$byt es = sysread(FP, $buffer, $size);
cl ose(FP);
return $buffer;

}

$buffer = & eadfil e($QS f);
&rint_http headers mnultipart begin;
&di spl ayht m ($buffer);

sub nystat {
| ocal ($file) = $ [0];
| ocal ($tine);

($x, $x, $x, $x, $x, $x, $x, $x, $x, $ntinme) = stat($file);
return $nti me;

}
$ntinmel = &mystat ($QS f);
$ntime = $ntinme;
for ($n = 0; $n &lt; $Q n; $n++) {
while (1) {
$ntinme = &nmystat ($QS f);
if ($ntine ne $ntinel) {
$mtinmel = $nti ne;
sl eep(2);
$buf f er &readfile($Qs f);
&pri nt http headers_mul ti part_next;
&di spl ayht m ($buffer);
sl eep(5);
$ntinmel = &mystat ($QS f);
) | ast ;
sl eep($QS_s);
}
&rint_http_headers_nultipart_end,;
exit(0);
#HEOF##

Mass Virtual Hosting

Description:
The <Vi rt ual Host > feature of Apache is nice and works great when you just have a few
dozens virtual hosts. But when you are an ISP and have hundreds of virtual hosts to provide this
feature is not the best choice.
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Solution:
To provide this feature we map the remote webpage or even the complete remote webarea to our
namespace by the use of the Proxy Throughput feature (flag [ P] ):

##

## vhost. map

##

www. vhost 1. dom 80 / pat h/t o/ docroot/vhost 1
www. vhost 2. dom 80 / pat h/t o/ docr oot/ vhost 2

ww. vhost N. dom 80  / pat h/t o/ docr oot / vhost N

##
## httpd. conf
#i#

# use the canonical hostname on redirects, etc.
UseCanoni cal Nanme on

# add the virtual host in front of the CLF-formt
CustonmLog /path/to/access |log "% VHOST}e % % % % \"%\" %s %"

# enable the rewiting engine in the main server
Rewr i t eEngi ne on

# define two maps: one for fixing the URL and one whi ch defi nes
# the available virtual hosts with their corresponding

# Docunent Root .

Rewr i t eMap | ower case i nt:tol owner

Rewr i t eMap vhost txt:/ path/to/vhost. map

# Now do the actual virtual host mapping

# via a huge and conplicated single rule:

#

# 1. make sure we don't map for common | ocations
Rewr i t eCond o4 REQUEST_URL} !”~/comonurl 1/.*
Rewr i t eCond %{ REQUEST URL} !~/ commonurl 2/.*

Rewr i t eCond %{ REQUEST URL} !~/comonurl N . *

#

# 2. make sure we have a Host header, because
# currently our approach only supports

# vi rtual hosting through this header

Rewr i t eCond 9% HTTP_HOST} 1%
#

# 3. |l owercase the host nane
RewiteCond ${l owercase: % HTTP_HOST}| NONE} ~(.+)$

#

# 4. | ookup this hostnane in vhost.nmap and

# renenber it only when it is a path

# (and not "NONE" from above)

RewiteCond ${vhost:%d} ~(/.*)$

#

# 5. finally we can map the URL to its docroot |ocation
# and renenber the virtual host for |ogging puposes

RewriteRule ~/(.*)$ 9%/$1 [E=VHOST: ${| owercase: % HTTP_HOST} } ]
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Access Restriction

Blocking of Robots
Description:
How can we block a really annoying robot from retrieving pages of a specific webarea? A

/ robot s. t xt file containing entries of the "Robot Exclusion Protocol” is typically not enough
to get rid of such arobot.

Solution:
We use a ruleset which forbids the URLs of the webarea / ~quux/ f oo/ arc/ (perhaps a very
deep directory indexed area where the robot traversal would create big server load). We have to
make sure that we forbid access only to the particular robot, i.e. just forbidding the host where
the robot runs is not enough. This would block users from this host, too. We accomplish this by
also matching the User-Agent HT TP header information.

Rewr it eCond % HTTP_USER AGENT} ANanmeOf BadRobot . *
Rewri t eCond % REMOTE_ADDR} N123\.45\.67\.[8-9]%
RewriteRul e A/ ~quux/fool/arc/.+ - [ F]

Blocked I nline-lmages

Description:
Assume we have under htt p: // www. quux- cor p. de/ ~quux/ some pages with inlined GIF
graphics. These graphics are nice, so others directly incorporate them via hyperlinks to their
pages. We don't like this practice because it adds useless traffic to our server.

Solution:

While we cannot 100% protect the images from inclusion, we can at least restrict the cases
where the browser sends a HT TP Referer header.

Rew i t eCond % HTTP_REFERER} !/$
RewriteCond 9% HTTP_REFERER} !~http://ww. quux-corp.de/ ~quux/.*$ [ NC]
RewriteRule .*\.gif$ - [ F]

Rewr i t eCond % HTTP_REFERER} Ing
Rewri t eCond % HTTP_REFERER} I.*/foo-with-gif\.htm $
RewriteRul e ~inlined-in-foo\l.gif$ - [ F]

Host Deny

Description:
How can we forbid alist of externally configured hosts from using our server?

Solution:
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For Apache >= 1.3b6:

Rewr i t eEngi ne on

Rewr i t eMap hosts-deny txt:/path/to/hosts.deny

Rewr i t eCond ${ host s- deny: %4 REMOTE_HOST} | NOT- FOUND} ! =NOT- FOUND [ OR]
Rewr i t eCond ${ hosts deny: %4 REMOTE_ADDR} | NOT- FOUND} ! =NOT- FOUND
RewriteRul e . - [F

For Apache <= 1.3b6:

Rewr i t eEngi ne on

Rewr i t eMap hosts-deny txt:/path/to/hosts.deny

RewiteRule ~/(.*)$ ${ host s- deny: 9% REMOTE_HOST} | NOT- FOUND} / $1
RewriteRul e I"NOT- FOUND/ . * - [F]

RewriteRul e  ~NOT- FOUND (. *)$ ${ host s- deny: % REMOTE_ADDR} | NOT- FOUND} / $1
Rewri t eRul e I "NOT- FOUNDY . * -

RewriteRule ~NOT-FOUND/ (.*)$ /$1

##

## hosts. deny

##

## ATTENTION This is a map, not a list, even when we treat it as such
## nmod rewite parses it for key/value pairs, so at |east a
# dunmmy value "-" nust be present for each entry.

#i#

193. 102. 180. 41 -
bsdti 1. sdm de -
192. 76. 162. 40 -

Proxy Deny
Description:

How can we forbid a certain host or even auser of aspecia host from using the Apache proxy?
Solution:

We first have to make sure nod_rewrite is below(!) nod_proxy in the Configuration file

when compiling the Apache webserver. This way it gets caled before nod_proxy. Then we
configure the following for a host-dependent deny ...

Rewr i t eCond % REMOTE HOST} “~badhost\. mydomai n\. cont
RewiteRule !“http:/7[~/.]\.nydomain.com* - [F]

...and this one for a user@host-dependent deny:
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Rewri t eCond % REIVDT E | DENT} @4 REMOTE _HOST} “badguy@adhost\ . nydonai n\. con$
RewriteRule !“http:/7[~/.]\.nydomai n.com* - [F]

Special Authentication Variant

Description:
Sometimes a very special authentication is needed, for instance a authentication which checks
for a set of explicitly configured users. Only these should receive access and without explicit
prompting (which would occur when using the Basic Auth vianod_aut h_basi c).

Solution:
We use alist of rewrite conditions to exclude all except our friends:

Rewri t eCond % REMOTE | DENT} @4 REMOTE _HOST} ! ~friendl@l i ent 1. quux-corp\.cont
Rewr i t eCond % REMOTE_| DENT} @4 REMOTE_HOST} ! Afriend2@l i ent 2. quux- cor p\. cons
Rewr i t eCond 9% REMOTE_| DENT} @4 REMOTE_HOST} ! ~Afriend3@l i ent 3. quux-corp\. cons
Rewr it eRul e A/ ~quux/only-for-friends/ - [ F]

Referer-based Deflector

Description:
How can we program a flexible URL Deflector which acts on the "Referer” HTTP header and
can be configured with as many referring pages as we like?

Solution:
Use the following really tricky ruleset...

RewriteMap deflector txt:/path/to/deflector. mp

Rewr it eCond 9% HTTP_REFERER} !=""
Rewr it eCond ${defl ector: % HTTP_REFERER}} ~-$
RewiteRul e A.* % HTTP_REFERER] [R L]

Rewr i t eCond % HTTP_REFERER} !=""

Rewr it eCond ${defl ector: % HTTP_REFERER} | NOT- FOUND} ! =NOT- FOUND
RewriteRule ~.* ${deflector: % HTTP_REFERER}} [R, L]

.. in conjunction with a corresponding rewrite map:

##

## defl ector. map

##

h www. badguys. coni bad/ i ndex. ht m -

ttp://
htt p: // ww. badguys. conf bad/ i ndex2. ht ni -
ttp://ww. badguys. conf bad/ i ndex3. ht ni http://somewhere. com

This automatically redirects the request back to the referring page (when isused as the value
in the map) or to a specific URL (when an URL is specified in the map as the second argument).
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Other

External Rewriting Engine

Description:
A FAQ: How can we solve the FOO/BAR/QUUX/etc. problem? There seems no solution by the
useof nod rewrite..

Solution:
Use an external Rewr i t eMap, i.e. a program which acts like a Rewr i t eMap. It is run once on
startup of Apache receives the requested URLs on STDI N and has to put the resulting (usually
rewritten) URL on STDOUT (same order!).

Rewr i t eEngi ne on
Rewr i t eMap quux- map prg:/ pat h/to/ map. quux. p
RewriteRule ~/~quux/(.*)$ [~quux/${quux-nmap: $1}

#!/ pat h/ t o/ per|

# disable buffered I/O which woul d | ead
# to deadl oops for the Apache server
$| = 1

# read URLs one per line fromstdin and
# generate substitution URL on stdout

while (<>) {
s| A oo/ | bar/|;
print $_;
This is a demonstration-only example and just rewrites all URLS /~quux/foo/... to
/ ~quux/ bar/. ... Actually you can program whatever you like. But notice that while such

maps can be used also by an average user, only the system administrator can defineit.

URI References

1 http://httpd.apache.org/docs-2.1/mod/mod_rewrite.html



