Apache Module mod_ssl

Description: Strong cryptography using the Secure Sockets Layer (SSL) and Transport Layer
Security (TLS) protocols

Status: Extension

Module Identifier: ss_module

SourceFile: mod_ssl.c

Summary

This module provides SSL v2/v3 and TLS v1 support for the Apache HTTP Server. It was contributed
by Ralf S. Engeschall based on hismod_sd project and originally derived from work by Ben Laurie.

This module relies on OpenSSL* to provide the cryptography engine.

Further details, discussion, and examples are provided in the SSL documentation?,
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Environment Variables

This module provides alot of SSL information as additional environment variables to the SSI and CGI
namespace. The generated variables are listed in the table below. For backward compatibility the
information can be made available under different names, too. Look in the Compatibility® chapter for
details on the compatibility variables.

Variable Name: Value Type: Description:

HTTPS flag HTTPSis being used.

SSL_PROTOCOL string The SSL protocol version (SSLv2, SSLv3, TLSv1)
SSL_SESSION | D string The hex-encoded SSL session id

SSL_Cl PHER string The cipher specification name

SSL_Cl PHER_EXPORT string t rue if cipher isan export cipher
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Variable Name: Value Type: Description:

SSL_Cl PHER_USEKEYSI ZE number Number of cipher bits (actually used)

SSL_Cl PHER_ALGKEYSI ZE number Number of cipher bits (possible)

SSL_VERSI ON_I NTERFACE string Themod_sd program version

SSL_VERSI ON_LI BRARY string The OpenSSL program version

SSL_CLI ENT_M VERSI ON string The version of the client certificate

SSL_CLI ENT_M SERI AL string The serial of the client certificate

SSL_CLI ENT_S DN string Subject DN in client's certificate

SSL_CLI ENT_S DN _x509 string Component of client's Subject DN

SSL_CLI ENT_I DN string Issuer DN of client's certificate

SSL_CLI ENT_I _DN_x509 string Component of client's Issuer DN

SSL_CLI ENT_V_START string Validity of client's certificate (start time)

SSL_CLI ENT_V_END string Validity of client's certificate (end time)

SSL_CLIENT_A SIG string Algorithm used for the signature of client's certificate

SSL_CLI ENT_A_KEY string Algorithm used for the public key of client's
certificate

SSL_CLI ENT_CERT string PEM-encoded client certificate

SSL_CLI ENT_CERT_CHAI Nn  |string PEM-encoded certificates in client certificate chain

SSL_CLI ENT_VERI FY string NONE, SUCCESS, GENERQUS or FAI LED: reason

SSL_SERVER M VERSI ON string The version of the server certificate

SSL_SERVER M SERI AL string The serial of the server certificate

SSL_SERVER S DN string Subject DN in server's certificate

SSL__SERVER S DN x509 string Component of server's Subject DN

SSL_SERVER | DN string Issuer DN of server's certificate

SSL_SERVER | DN x509 string Component of server'sIssuer DN

SSL_SERVER_V_START string Validity of server's certificate (start time)

SSL_SERVER_V_END string Validity of server's certificate (end time)

SSL_SERVER A SI G string Algorithm used for the signature of server's certificate

SSL_SERVER A KEY string Algorithm used for the public key of server's
certificate

SSL_SERVER CERT string PEM-encoded server certificate

[ where x509 is a component of aX.509 DN: C, ST, L, O QU,CN, T, |, G S, D, U D, Emai | ]

Custom Log Formats

When nod_ss! isbuilt into Afmhe or at least loaded (under DSO situation) additional functions exist
for the Custom Log Format * of nod_| og_confi g. First there is an additiona " % varname} x"
eXtension format function which can be used to expand any variables provided by any module,
especially those provided by mod_sd which can you find in the above table.

For backward compatibility there is additionally a special “ "% name} c" cryptography format function
provided. Information about this function is provided in the Compatibility® chapter.

Example:
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CustonlLog | ogs/ssl _request log \ "% % % SSL_PROTOCOL}x 9% SSL_Cl PHER} x
\"o%\" op"

SSL CACertificateFile Directive

Description: File of concatenated PEM-encoded CA Certificates for Client Auth

Syntax: SSLCACertificateFile file-path
Context: server config, virtual host

Status: Extension

Module: mod_sd

This directive sets the all-in-one file where you can assemble the Certificates of Certification
Authorities (CA) whose clients you deal with. These are used for Client Authentication. Such afileis
simply the concatenation of the various PEM-encoded Certificate files, in order of preference. This
can be used alternatively and/or additionally to SSLCACer ti fi cat ePat h.

Example

SSLCACertificateFile
/usr/ | ocal / apache/ conf/ssl.crt/ca-bundle-client.crt

SSL CACertificatePath Directive

Description: Directory of PEM-encoded CA Certificates for Client Auth

Syntax: SSLCACertificatePath directory-path
Context: server config, virtual host

Status. Extension

Module: mod_sdl

This directive sets the directory where you keep the Certificates of Certification Authorities (CAS)
whose clients you deal with. These are used to verify the client certificate on Client Authentication.

The files in this directory have to be PEM-encoded and are accessed through hash filenames. So
usualy you can't just place the Certificate files there: you aso have to create symbolic links named
hash-value. N. And you should aways make sure this directory contains the appropriate symbolic
links. Use the Makef i | e which comes with mod_sdl to accomplish this task.

Example
SSLCACertificatePath /usr/l ocal /apache/conf/ssl.crt/

SSL CARevocationFile Directive

Description: File of concatenated PEM-encoded CA CRLsfor Client Auth

Syntax: SSLCARevocationFile file-path
Context: server config, virtual host
Status: Extension

Module: mod_sd
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This directive sets the all-in-one file where you can assemble the Certificate Revocation Lists (CRL)
of Certification Authorities (CA) whose clients you deal with. These are used for Client
Authentication. Such a file is simply the concatenation of the various PEM-encoded CRL files, in
order of preference. This can be used alternatively and/or additionally to SSLCARevocat i onPat h.

Example
SSLCARevocat i onFil e /usr/ | ocal /apache/ conf/ssl.crl/ca-bundle-client.crl

SSL CARevocationPath Directive

Description: Directory of PEM-encoded CA CRLsfor Client Auth

Syntax: SSLCARevocati onPat h directory-path
Context: server config, virtual host

Status: Extension

Module: mod_sdl

This directive sets the directory where you keep the Certificate Revocation Lists (CRL) of
Certification Authorities (CAs) whose clients you deal with. These are used to revoke the client
certificate on Client Authentication.

The files in this directory have to be PEM-encoded and are accessed through hash filenames. So
usualy you have not only to place the CRL files there. Additionally you have to create symbolic links
named hash-value. r N. And you should always make sure this directory contains the appropriate
symbolic links. Use the Makef i | e which comeswith nod_ss| to accomplish this task.

Example
SSLCARevocati onPath /usr/| ocal / apache/ conf/ssl.crl/

SSL CertificateChainFile Directive

Description: File of PEM-encoded Server CA Certificates

Syntax: SSLCertificateChainFile file-path
Context: server config, virtual host

Status: Extension

Module: mod_sd

This directive sets the optional all-in-one file where you can assembl e the certificates of Certification
Authorities (CA) which form the certificate chain of the server certificate. This starts with the issuing
CA certificate of of the server certificate and can range up to the root CA certificate. Such afile is
simply the concatenation of the various PEM-encoded CA Certificate files, usualy in certificate chain
order.

This should be used alternatively and/or additionally to SSLCACerti ficatePat h for explicitly
constructing the server certificate chain which is sent to the browser in addition to the server
certificate. It is especialy useful to avoid conflicts with CA certificates when using client
authentication. Because athough placing a CA certificate of the server certificate chain into
SSLCACertificatePath has the same effect for the certificate chain construction, it has the
side-effect that client certificates issued by this same CA certificate are also accepted on client
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authentication. That's usually not one expect.

But be careful: Providing the certificate chain works only if you are using a single (either RSA or
DSA) based server certificate. If you are using a coupled RSA+DSA certificate pair, this will work
only if actualy both certificates use the same certificate chain. Else the browsers will be confused in
this situation.

Example
SSLCertificateChainFile /usr/local/apache/conf/ssl.crt/ca.crt

SSL CertificateFile Directive

Description: Server PEM-encoded X.509 Certificate file

Syntax: SSLCertificateFile file-path
Context: server config, virtual host

Status: Extension

Module: mod_sd

This directive points to the PEM-encoded Certificate file for the server and optionally also to the
corresponding RSA or DSA Private Key filefor it (contained in the samefile). If the contained Private
Key is encrypted the Pass Phrase dialog is forced at startup time. This directive can be used up to two
times (referencing different filenames) when both a RSA and a DSA based server certificate isused in
parald.

Example
SSLCertificateFile /usr/local/apache/ conf/ssl.crt/server.crt

SSL CertificateK eyFile Directive

Description: Server PEM-encoded Private Key file

Syntax: SSLCertificateKeyFile file-path
Context: server config, virtual host

Status: Extension

Module: mod_sd

This directive points to the PEM-encoded Private Key file for the server. If the Private Key is not
combined with the Certificate in the SSLCer ti fi cat eFi | e, use this additional directive to point to
the file with the stand-alone Private Key. When SSLCer ti fi cat eFi | e is used and the file contains
both the Certificate and the Private Key this directive need not be used. But we strongly discourage
this practice. Instead we recommend you to separate the Certificate and the Private Key. If the
contained Private Key is encrypted, the Pass Phrase dialog is forced at startup time. This directive can
be used up to two times (referencing different filenames) when both a RSA and a DSA based private
key isused in paralldl.

Example
SSLCertificateKeyFile /usr/local /apache/ conf/ssl.key/server. key
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SSL Cipher Suite Directive

Description: Cipher Suite available for negotiation in SSL handshake

Syntax: SSLC pher Sui t e ci pher-spec

Default: SSLCi pher Suite ALL:! ADH: RC4+RSA: +HI GH: +MEDI UM +LOW +SSLv2: +EXP
Context: server config, virtual host, directory, .htaccess

Override: AuthConfig

Status: Extension

Module: mod_sdl

This complex directive uses a colon-separated cipher-spec string consisting of OpenSSL cipher
specifications to configure the Cipher Suite the client is permitted to negotiate in the SSL handshake
phase. Notice that this directive can be used both in per-server and per-directory context. In per-server
context it applies to the standard SSL handshake when a connection is established. In per-directory
context it forces a SSL renegotation with the reconfigured Cipher Suite after the HTTP request was
read but beforethe HTTP response is sent.

An SSL cipher specification in cipher-spec is composed of 4 major attributes plus a few extra minor
ones:

- Key Exchange Algorithm:
RSA or Diffie-Hellman variants.

« Authentication Algorithm:
RSA, Diffie-Hellman, DSS or none.

+ Cipher/Encryption Algorithm:
DES, Triple-DES, RC4, RC2, IDEA or hone.

« MAC Digest Algorithm:
MD5, SHA or SHAL

An SSL cipher can also be an export cipher and is either a SSLv2 or SSLv3/TLSv1 cipher (here
TLSv1isequivalent to SSLv3). To specify which ciphersto use, one can either specify all the Ciphers,
one at atime, or use aliases to specify the preference and order for the ciphers (see Table 1).

Tag Description

Key Exchange Algorithm:

kRSA RSA key exchange

k DHr Diffie-Hellman key exchange with RSA key
k DHd Diffie-Hellman key exchange with DSA key

kEDH Ephemeral (temp.key) Diffie-Hellman key
exchange (no cert)

Authentication Algorithm;

aNULL No authentication

aRSA RSA authentication

aDSS DSS authentication

aDH Diffie-Hellman authentication
Cipher Encoding Algorithm:

eNULL No encoding
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Tag Description

DES DES encoding

3DES Triple-DES encoding
RC4 RC4 encoding

RC2 RC2 encoding

| DEA IDEA encoding
MAC Digest Algorithm:

VD5 MD?5 hash function
SHA1 SHA1 hash function
SHA SHA hash function
Aliases:

SSLv2 al SSL version 2.0 ciphers

SSLv3 al SSL version 3.0 ciphers

TLSv1 al TLSversion 1.0 ciphers

EXP al export ciphers

EXPORT40 all 40-hit export ciphers only

EXPORT56 all 56-hit export ciphers only

LOW al low strength ciphers (no export, single DES)
MEDI UM al cipherswith 128 bit encryption

HI GH al ciphersusing Triple-DES

RSA al ciphersusing RSA key exchange

DH al ciphers using Diffie-Hellman key exchange

EDH all ciphers using Ephemeral Diffie-Hellman key
exchange

ADH all ciphers using Anonymous Diffie-Hellman key
exchange

DSS al ciphersusing DSS authentication

NULL al ciphersusing no encryption

Now where this becomes interesting is that these can be put together to specify the order and ciphers
you wish to use. To speed this up there are also dliases (SSLv2, SSLv3, TLSvl, EXP, LOW
MEDI UM HI GH) for certain groups of ciphers. These tags can be joined together with prefixesto form
the cipher-spec. Available prefixes are:

+ none: add cipher to list

+ +: add ciphersto list and pull them to current location in list

« - :remove cipher from list (can be added later again)

« 1 Kill cipher from list completely (can not be added later again)
A simpler way to look at al of thisisto usethe “openssl ci phers -v" command which provides
a nice way to successively create the correct cipher-spec string. The default cipher-spec string is
TALL: ! ADH: RCA+RSA: +HI GH: +MEDI UM +LOW +SSLv2: +EXP" which means the following: first,
remove from consideration any ciphers that do not authenticate, i.e. for SSL only the Anonymous

Diffie-Hellman ciphers. Next, use ciphers using RC4 and RSA. Next include the high, medium and
then the low security ciphers. Finally pull all SSLv2 and export ciphersto the end of thelist.
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$ openssl ciphers -v "ALL:! ADH: RCA+RSA: +Hl GH: +MEDI UM +LOW +SSLv2: +EXP'

NULL- SHA
NULL- MD5
EDH- RSA- DES- CBC3- SHA

EXP- RC4- ND5
EXP- RC2- CBC- MD5
EXP- RCA- MD5

SSLv3 Kx=RSA
SSLv3 Kx=RSA

SSLv3 Kx=DH

SSLv3 Kx=RSA(512)
SSLv2 Kx=RSA(512)
SSLv2 Kx=RSA(512)

Au=RSA
Au=RSA

Au=RSA

AU=RSA
AU=RSA
AU=RSA

Enc=None Mac=SHA1
Enc=None Mac=MD5
Enc=3DES(168) Mac=SHAl
Enc=RC4( 40) Mac=MD5 export
Enc=RC2( 40) Mac=MD5 export
Enc=RC4( 40) Mac=MD5 export

The complete list of particular RSA & DH ciphersfor SSL isgivenin Table 2.

Example

SSLCi pher Sui t e RSA: ! EXP: ! NULL: +HI G+ +MEDI UM - LOW

Cipher-Tag

RSA Ciphers:

DES- CBC3- SHA

DES- CBC3- MD5

| DEA- CBC- SHA

RC4- SHA

RCA- MD5

| DEA- CBC- MD5

RC2- CBC- MD5

RCA- MD5

DES- CBC- SHA

RCA- 64- MD5

DES- CBC- MD5

EXP- DES- CBC- SHA

EXP- RC2- CBC- MD5

EXP- RC4- MD5

EXP- RC2- CBC- MD5

EXP- RC4- MD5

NULL- SHA

NULL- MD5

Diffie-Hellman Ciphers:
ADH- DES- CBC3- SHA
ADH- DES- CBC- SHA

ADH- RC4- VD5

EDH- RSA- DES- CBC3- SHA
EDH- DSS- DES- CBC3- SHA
EDH- RSA- DES- CBC- SHA
EDH- DSS- DES- CBC- SHA
EXP- EDH- RSA- DES- CBC- SHA

Protocol

SSLv3
SSLv2
SSLv3
SSLv3
SSLv3
SSLv2
SSLv2
SSLv2
SSLv3
SSLv2
SSLv2
SSLv3
SSLv3
SSLv3
SSLv2
SSLv2
SSLv3
SSLv3

SSLv3
SSLv3
SSLv3
SSLv3
SSLv3
SSLv3
SSLv3
SSLv3

Key Ex.

RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA(512)
RSA(512)
RSA(512)
RSA(512)
RSA(512)
RSA
RSA

DH
DH
DH
DH
DH
DH
DH
DH(512)

Auth.

RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA

None
None
None
RSA
DSS
RSA
DSS
RSA

Enc.

3DES(168)
3DES(168)
IDEA(128)
RC4(128)
RC4(128)
IDEA(128)
RC2(128)
RC4(128)
DES(56)
RC4(64)
DES(56)
DES(40)
RC2(40)
RC4(40)
RC2(40)
RC4(40)
None
None

3DES(168)
DES(56)
RC4(128)
3DES(168)
3DES(168)
DES(56)
DES(56)
DES(40)

MAC

SHA1
MD5
SHA1
SHA1
MD5
MD5
MD5
MD5
SHA1
MD5
MD5
SHA1
MD5
MD5
MD5
MD5
SHA1
MD5

SHA1
SHA1
MD5

SHA1
SHA1
SHA1
SHA1
SHA1

Type

export
export
export
export
export

export
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Cipher-Tag Protocol |Key Ex. Auth. |Enc. MAC Type
EXP- EDH DSS- DES- CBC- SHA SSLv3d | DH(512) DSS DES(40) SHA1 export
EXP- ADH- DES- CBGC- SHA SSLvd DH(512) |None DES(40) SHA1 export
EXP- ADH- RC4- MD5 SSLvd DH(512) |None |RCA4(40) MD5 | export

SSL Engine Directive

Description: SSL Engine Operation Switch

Syntax: SSLEngi ne on]| of f
Default: SSLEngi ne of f
Context: server config, virtual host
Status: Extension

Module: mod_sdl

This directive toggles the usage of the SSL/TLS Protocol Engine. This is usualy used inside a
<Vi rt ual Host > section to enable SSL/TLS for a particular virtual host. By default the SSL/TLS
Protocol Engineis disabled for both the main server and all configured virtual hosts.

Example

<Virtual Host _default :443>
SSLENngi ne on

'<7'\ﬁrtual Host >

SSL M utex Directive

Description: Semaphore for internal mutual exclusion of operations

Syntax: SSLMut ex type
Default: SSLMut ex none
Context: server config
Status: Extension
Module: mod_sd

This configures the SSL engine's semaphore (aka lock) which is used for mutua exclusion of
operations which have to be done in a synchronized way between the pre-forked Apache server
processes. This directive can only be used in the global server context because it's only useful to have
one global mutex.

The following Mutex types are available:

* none
This is the default where no Mutex is used at al. Use it at your own risk. But because currently
the Mutex is mainly used for synchronizing write access to the SSL Session Cache you can live
without it as long as you accept a sometimes garbled Session Cache. So it's not recommended to
leave this the default. Instead configure areal Mutex.

- file:/path/tol mtex
Thisisthe portable and (under Unix) always provided Mutex variant where a physical (lock-)file
is used as the Mutex. Always use a local disk filesystem for / pat h/ t o/ nut ex and never afile
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residing on a NFS- or AFS-filesystem. Note: Internally, the Process ID (PID) of the Apache
parent process is automatically appended to / pat h/ t o/ mut ex to make it unique, so you don't
have to worry about conflicts yourself. Notice that this type of mutex is not available under the
Win32 environment. There you have to use the semaphore mutex.

sem
Thisis the most elegant but also most non-portable Mutex variant where a SysV |PC Semaphore
(under Unix) and a Windows Mutex (under Win32) is used when possible. It is only available
when the underlying platform supportsit.

Example
SSLMutex file:/usr/|ocal/apache/l ogs/ssl _mutex

SSL Options Directive

Description: Configure various SSL engine run-time options

Syntax: SSLOptions [+ -]option ...

Context: server config, virtual host, directory, .htaccess
Override: Options

Status: Extension

Module: mod_sd

This directive can be used to control various run-time options on a per-directory basis. Normally, if
multiple SSLOpt i ons could apply to a directory, then the most specific one is taken completely; the
options are not merged. However if all the options on the SSLOpt i ons directive are preceded by a
plus (+) or minus (- ) symbol, the options are merged. Any options preceded by a + are added to the
options currently in force, and any options preceded by a- are removed from the options currently in
force.

The available options are;

St dEnvVar s

When this option is enabled, the standard set of SSL related CGI/SSI environment variables are
created. This per default is disabled for performance reasons, because the information extraction
step is arather expensive operation. So one usually enables this option for CGI and SSI requests
only.

Conpat EnvVar s

When this option is enabled, additional CGI/SSI environment variables are created for backward
compatibility to other Apache SSL solutions. Look in the Compatibility ® chapter for details on
the particular variables generated.

Export Cert Dat a

When this option is enabled, additional CGI/SSI environment variables are created:
SSL_SERVER CERT, SSL_CLI ENT_CERT and SSL_CLI ENT_CERT_CHAI Nn (with n = 0,1,2,..).
These contain the PEM-encoded X.509 Certificates of server and client for the current HTTPS
connection and can be used by CGlI scripts for deeper Certificate checking. Additionally all other
certificates of the client certificate chain are provided, too. This bloats up the environment alittle
bit which iswhy you have to use this option to enable it on demand.

FakeBasi cAut h
When this option is enabled, the Subject Distinguished Name (DN) of the Client X509
Certificate istrandated into aHTTP Basic Authorization username. This means that the standard
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Apache authentication methods can be used for access control. The user name is just the Subject
of the Client's X509 Certificate (can be determined by running OpenSSL's openssl x509
command: openssl x509 -noout -subject -in certificate crt). Note that no password
is obtained from the user. Every entry in the user file needs this password: “'xxj 31ZMIZzk VA",
which is the DES-encrypted version of the word “passwor d". Those who live under MD5-based
encryption (for instance under FreeBSD or BSD/OS, etc.) should use the following MD5 hash of
the sameword: “"$1$OXLyYS. . . $Oamx8s2/ nB/ gf kcRVXzgoE/ "

StrictRequire

This forces forbidden access when SSLRequi r eSSL or SSLRequi r e successfully decided that
access should be forbidden. Usually the default is that in the case where a “"Sati sfy any"
directive is used, and other access restrictions are passed, denial of access due to
SSLRequi reSSL or SSLRequi re is overridden (because that's how the Apache Sati sfy
mechanism should work.) But for strict access restriction you can use SSLRequi r eSSL and/or
SSLRequi re in combination with an ~"SSLOpt i ons +Stri ct Requi re". Then an additional
“Sati sfy Any" hasno chance once mod_ssl has decided to deny access.

Opt Renegot i at e

This enables optimized SSL connection renegotiation handling when SSL directives are used in
per-directory context. By default a strict scheme is enabled where every per-directory
reconfiguration of SSL parameters causes a full SSL renegotiation handshake. When this option
is used mod_sdl tries to avoid unnecessary handshakes by doing more granular (but still safe)
parameter checks. Nevertheless these granular checks sometimes maybe not what the user
expects, so enable this on a per-directory basis only, please.

Example

SSLOpt i ons +FakeBasi cAuth -StrictRequire

<Files ~ "\.(cgi|shtm)$">

SSLOpti ons +St dEnvVars +Conpat EnvVars - Export Cert Dat a
<Fi | es>

SSL PassPhraseDialog Directive

Description: Type of pass phrase dialog for encrypted private keys

Syntax: SSLPassPhrasebDi al og type
Default: SSLPassPhraseDi al og builtin
Context: server config

Status: Extension

Module: mod_sd

When Apache starts up it has to read the various Certificate (see SSLCer ti fi cat eFi | e) and Private
Key (see SSLCerti fi cat eKeyFi | e) files of the SSL-enabled virtual servers. Because for security
reasons the Private Key files are usually encrypted, mod_ss needs to query the administrator for a
Pass Phrase in order to decrypt those files. This query can be done in two ways which can be
configured by type:

builtin

This is the default where an interactive terminal dialog occurs at startup time just before Apache
detaches from the terminal. Here the administrator has to manually enter the Pass Phrase for each
encrypted Private Key file. Because a lot of SSL-enabled virtual hosts can be configured, the
following reuse-scheme is used to minimize the dialog: When a Private Key file is encrypted, al
known Pass Phrases (at the beginning there are none, of course) are tried. If one of those known
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Pass Phrases succeeds no dialog pops up for this particular Private Key file. If none succeeded,
another Pass Phrase is queried on the terminal and remembered for the next round (where it
perhaps can be reused).

This scheme alows mod_ssl to be maximally flexible (because for N encrypted Private Key files
you can use N different Pass Phrases - but then you have to enter al of them, of course) while
minimizing the terminal dialog (i.e. when you use asingle Pass Phrase for al N Private Key files
this Pass Phrase is queried only once).

exec: / path/to/ program

Here an external program is configured which is called at startup for each encrypted Private Key
file. It is caled with two arguments (the first is of the form ““ser ver nane: port nunber ", the
second is either “"RSA" or ""DSA"), which indicate for which server and algorithm it has to print
the corresponding Pass Phrase to st dout . The intent is that this external program first runs
security checks to make sure that the system is not compromised by an attacker, and only when
these checks were passed successfully it provides the Pass Phrase.

Both these security checks, and the way the Pass Phrase is determined, can be as complex as you
like. Mod_sdl just defines the interface: an executable program which provides the Pass Phrase
on st dout . Nothing more or less! So, if you're really paranoid about security, here is your
interface. Anything else has to be left as an exercise to the administrator, because local security
requirements are so different.

The reuse-algorithm above is used here, too. In other words: The external program is called only
once per unique Pass Phrase.

Example:

SSLPassPhr aseDi al og exec:/usr/ | ocal / apache/ sbin/pp-filter

SSL Protocol Directive

Description: Configure usable SSL protocol flavors

Syntax: SSLProt ocol [+ -] protocol
Default: SSLProt ocol all

Context: server config, virtual host
Override: Options

Status: Extension

Module: mod_sd

This directive can be used to control the SSL protocol flavors mod_ssl should use when establishing
its server environment. Clients then can only connect with one of the provided protocols.

The available (case-insensitive) protocols are:

SSLv2
This is the Secure Sockets Layer (SSL) protocol, version 2.0. It is the original SSL protocol as
designed by Netscape Corporation.

SSLv3

Thisisthe Secure Sockets Layer (SSL) protocol, version 3.0. It is the successor to SSLv2 and the
currently (as of February 1999) de-facto standardized SSL protocol from Netscape Corporation.
It's supported by almost al popular browsers.
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+ TLSv1
Thisisthe Transport Layer Security (TLS) protocol, version 1.0. It is the successor to SSLv3 and
currently (as of February 1999) still under construction by the Internet Engineering Task Force
(IETF). It's still not supported by any popular browsers.

- A
This is a shortcut for ~+SSLv2 +SSLv3 +TLSv1" and a convinient way for enabling al
protocols except one when used in combination with the minus sign on a protocol as the example
above shows.

Example

# enabl e SSLv3 and TLSv1, but not SSLv2
SSLProtocol all -SSLv2

SSL ProxyCACertificateFile Directive

Description: File of concatenated PEM-encoded CA Certificates for Remote Server Auth

Syntax: SSLProxyCACertificateFile file-path
Context: server config, virtual host

Status: Extension

Module: mod_sd

This directive sets the all-in-one file where you can assemble the Certificates of Certification
Authorities (CA) whose remote servers you deal with. These are used for Remote Server
Authentication. Such afile is simply the concatenation of the various PEM-encoded Certificate files,
in order of preferencee This can be wused adternatively and/or additionally to
SSLProxyCACerti fi cat ePat h.

Example

SSLProxyCACertificateFile
[ usr/| ocal /apache/ conf/ssl.crt/ca-bundl e-renot e-server.crt

SSL ProxyCACertificatePath Directive

Description: Directory of PEM-encoded CA Certificates for Remote Server Auth

Syntax: SSLProxyCACertificatePath directory-path
Context: server config, virtual host

Status: Extension

Module: mod_sdl

This directive sets the directory where you keep the Certificates of Certification Authorities (CAS)
whose remote servers you deal with. These are used to verify the remote server certificate on Remote
Server Authentication.

The files in this directory have to be PEM-encoded and are accessed through hash filenames. So
usually you can't just place the Certificate files there: you also have to create symbolic links named
hash-value. N. And you should aways make sure this directory contains the appropriate symbolic
links. Use the Makef i | e which comes with mod_sdl to accomplish this task.



Apache Module mod_sdl

Example
SSLProxyCACertificatePath /usr/| ocal /apache/conf/ssl.crt/

SSL ProxyCARevocationFile Directive

Description: File of concatenated PEM-encoded CA CRLsfor Remote Server Auth

Syntax: SSLProxyCARevocationFile file-path
Context: server config, virtual host

Status: Extension

Module: mod_sdl

This directive sets the all-in-one file where you can assemble the Certificate Revocation Lists (CRL)
of Certification Authorities (CA) whose remote servers you deal with. These are used for Remote
Server Authentication. Such afile is smply the concatenation of the various PEM-encoded CRL files,
in order of preferencee This can be used adternatively and/or additionally to
SSLPr oxyCARevocat i onPat h.

Example

SSLPr oxyCARevocat i onFi | e
/usr /| ocal / apache/ conf/ssl.crl/ca-bundl e-renote-server.crl

SSL ProxyCARevocationPath Directive

Description: Directory of PEM-encoded CA CRLs for Remote Server Auth

Syntax: SSLProxyCARevocat i onPat h directory-path
Context: server config, virtual host

Status: Extension

Module: mod_sdl

This directive sets the directory where you keep the Certificate Revocation Lists (CRL) of
Certification Authorities (CAs) whose remote servers you deal with. These are used to revoke the
remote server certificate on Remote Server Authentication.

The files in this directory have to be PEM-encoded and are accessed through hash filenames. So
usually you have not only to place the CRL files there. Additionally you have to create symbolic links
named hash-value. r N. And you should always make sure this directory contains the appropriate
symbolic links. Use the Makef i | e which comeswith nod_ss| to accomplish this task.

Example
SSLPr oxyCARevocat i onPat h /usr/| ocal / apache/ conf/ssl.crl/

SSL ProxyCipher Suite Directive

Description: Cipher Suite available for negotiation in SSL proxy handshake
Syntax: SSLPr oxyCi pher Suite ci pher-spec
Default: SSLPr oxyCi pher Suite
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ALL: ! ADH: RC4+RSA: +HI GH: +MEDI UM +LOW +SSLv2: +EXP

Context: server config, virtual host, directory, .htaccess
Override: AuthConfig

Status: Extension

Module: mod_sdl

Equivalent to SSLCi pher Sui t e, but for the proxy connection. Please refer to SSLCi pher Sui t e for
additional information.

SSL ProxyEngine Directive

Description: SSL Proxy Engine Operation Switch

Syntax: SSLPr oxyEngi ne on] of f
Default: SSLPr oxyEngi ne of f
Context: server config, virtual host
Status: Extension

Module: mod_sdl

This directive toggles the usage of the SSL/TLS Protocol Engine for proxy. Thisis usualy used inside
a<Virtual Host > section to enable SSL/TL S for proxy usage in a particular virtual host. By default
the SSL/TLS Protocol Engine is disabled for proxy image both for the main server and al configured
virtual hosts.

Example

<Virtual Host _default :443>
SSLPr oxyEngi ne on

'<]'\ﬁ r t ual Host >

SSL ProxyMachineCertificateFile Directive

Description: File of concatenated PEM-encoded CA certificates for proxy server client

certificates
Syntax: SSLProxyMachi neCertificateFile filenane
Default: None
Context: server config
Override: Not applicable
Status: Extension
Module: mod_sdl

This directive sets the all-in-one file where you keep the certificates of Certification Authorities (CAS)
whose proxy client certificates are used for authentication of the proxy server to remote servers.

This referenced file is simply the concatenation of the various PEM-encoded certificate files, in order
of preference. Use this directive aternatively or additionally to
SSLProxyMachi neCertifi cat ePat h.

Example:
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SSLProxyMachi neCertificatePath /usr/| ocal / apache/conf/ssl.crt/

SSL ProxyM achineCertificatePath Directive

Description: Directory of PEM-encoded CA certificates for proxy server client certificates

Syntax: SSLProxyMachi neCertificatePath directory
Default: None

Context: server config

Override: Not applicable

Status: Extension

Module: mod_sd

This directive sets the directory where you keep the certificates of Certification Authorities (CAS)
whose proxy client certificates are used for authentication of the proxy server to remote servers.

The files in this directory must be PEM-encoded and are accessed through hash filenames.
Additionally, you must create symbolic links named hash- val ue. N. And you should always make
sure this directory contains the appropriate symbolic links. Use the Makefile which comes with
mod_ssl to accomplish this task.

Example:

SSLProxyMachi neCertificatePath /usr/| ocal/apache/conf/ssl.crt/

SSL ProxyProtocol Directive

Description: Configure usable SSL protocol flavors for proxy usage

Syntax: SSLProxyProtocol [+ -]protocol
Default: SSLPr oxyPr ot ocol all

Context: server config, virtual host

Override: Options

Status: Extension

Module: mod_sdl

This directive can be used to control the SSL protocol flavors mod_ssl should use when establishing
its server environment for proxy . It will only connect to servers using one of the provided protocols.

Please refer to SSLPr ot ocol for additional information.

SSL ProxyVerify Directive

Description: Type of remote server Certificate verification

Syntax: SSLProxyVerify |evel
Default: SSLProxyVerify none
Context: server config, virtual host, directory, .htaccess

Override: AuthConfig



Apache Module mod_sdl

Status: Extension
Module: mod_sd

This directive sets the Certificate verification level for the remote server Authentication. Notice that
this directive can be used both in per-server and per-directory context. In per-server context it applies
to the remote server authentication process used in the standard SSL handshake when a connection is
established. In per-directory context it forces a SSL renegotation with the reconfigured remote server
verification level after the HTTP request was read but before the HTTP response is sent.

The following levels are available for level:

+ none: no remote server Certificate isrequired at all

+ optional: the remote server may present avalid Certificate

+ require: the remote server hasto present avalid Certificate

+ optional_no_ca: the remote server may present avalid Certificate
but it need not to be (successfully) verifiable.

In practice only levels none and require are redly interesting, because level optional doesn't work
with all servers and level optional_no_ca is actually against the idea of authentication (but can be
used to establish SSL test pages, etc.)

Example
SSLProxyVerify require

SSL ProxyVerifyDepth Directive

Description: Maximum depth of CA Certificates in Remote Server Certificate verification

Syntax: SSLVeri f yDept h nunber

Default: SSLVerifyDepth 1

Context: server config, virtual host, directory, .htaccess
Override: AuthConfig

Status: Extension

Module: mod_sd

This directive sets how deeply mod_sdsl should verify before deciding that the remote server does not
have a valid certificate. Notice that this directive can be used both in per-server and per-directory
context. In per-server context it applies to the client authentication process used in the standard SSL
handshake when a connection is established. In per-directory context it forces a SSL renegotation with
the reconfigured remote server verification depth after the HTTP request was read but before the
HTTP responseis sent.

The depth actually is the maximum number of intermediate certificate issuers, i.e. the number of CA
certificates which are max alowed to be followed while verifying the remote server certificate. A
depth of 0 means that self-signed remote server certificates are accepted only, the default depth of 1
means the remote server certificate can be self-signed or has to be signed by a CA which is directly
known to the server (i.e. the CA's certificate isunder SSLPr oxyCACer ti fi cat ePat h), etc.

Example



Apache Module mod_sdl

SSLProxyVeri fyDepth 10

SSL RandomSeed Directive

Description: Pseudo Random Number Generator (PRNG) seeding source

Syntax: SSLRandonteed context source [bytes]
Context: server config

Status: Extension

Module: mod_sdl

This configures one or more sources for seeding the Pseudo Random Number Generator (PRNG) in
OpenSSL at startup time (context is st ar t up) and/or just before a new SSL connection is established
(context is connect ). This directive can only be used in the global server context because the PRNG
isaglobal facility.

The following source variants are avail able;

builtin

This is the always available builtin seeding source. It's usage consumes minimum CPU cycles
under runtime and hence can be always used without drawbacks. The source used for seeding the
PRNG contains of the current time, the current process id and (when applicable) a randomly
choosen 1KB extract of the inter-process scoreboard structure of Apache. The drawback is that
thisis not really a strong source and at startup time (where the scoreboard is still not available)
this source just produces a few bytes of entropy. So you should always, at least for the startup,
use an additional seeding source.

file:/path/to/source

This variant uses an external file/ pat h/ t o/ sour ce as the source for seeding the PRNG. When
bytes is specified, only the first bytes number of bytes of the file form the entropy (and bytes is
given to / pat h/ t o/ sour ce as the first argument). When bytes is not specified the whole file
forms the entropy (and O is given to / path/to/ source as the first argument). Use this
especially at startup time, for instance with an available / dev/ r andomand/or / dev/ ur andom
devices (which usually exist on modern Unix derivates like FreeBSD and Linux).

But be careful: Usually / dev/ r andomprovides only as much entropy data as it actually has, i.e.
when you request 512 bytes of entropy, but the device currently has only 100 bytes available two
things can happen: On some platforms you receive only the 100 bytes while on other platforms
the read blocks until enough bytes are available (which can take a long time). Here using an
existing / dev/ ur andom is better, because it never blocks and actually gives the amount of
regquested data. The drawback isjust that the quality of the received data may not be the best.

On some platforms like FreeBSD one can even control how the entropy is actually generated, i.e.
by which system interrupts. More details one can find under rndcontrol(8) on those platforms.
Alternatively, when your system lacks such a random device, you can use tool like EGD °
(Entropy Gathering Daemon) and run it's client program with the exec: / pat h/ t o/ pr ogr am
variant (see below) or use egd: / pat h/ t o/ egd- socket (seebelow).

exec:/ path/to/ program

This variant uses an external executable / pat h/ t o/ pr ogr am as the source for seeding the
PRNG. When bytes is specified, only the first bytes number of bytes of itsst dout contents form
the entropy. When bytes is not specified, the entirety of the data produced on st dout form the
entropy. Use this only at startup time when you need a very strong seeding with the help of an
external program (for instance asin the example above with thet r uer and utility you can find in
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the mod_sd distribution which is based on the AT&T truerand library). Using this in the
connection context slows down the server too dramatically, of course. So usualy you should
avoid using external programs in that context.

« egd:/ path/to/ egd- socket (Unix only)

This variant uses the Unix domain socket of the external Entropy Gathering Daemon (EGD) (see
http://www.lothar.com/tech /crypto/®) to seed the PRNG. Use this if no random device exists on

your platform.

Example

SSLRandoneed
SSLRandonSeed
SSLRandonteed
SSLRandonSeed
SSLRandonSeed
SSLRandonSeed
SSLRandonteed

startup built
startup fil
startup fil

[

e ev/ random

e
startup exec

[

e

e

in
/d
/ dev/ ur andom 1024
[usr/local/bin/truerand 16
in

/d

/d

t

connect bui
connect fil
connect fil

ev/ random
ev/ ur andom 1024

SSL Require Directive

Description: Allow access only when an arbitrarily complex boolean expression istrue

Syntax: SSLRequi re expression
Context: directory, .htaccess
Override: AuthConfig

Status: Extension

Module: mod_sd

This directive specifies a general access requirement which has to be fulfilled in order to allow access.
It's a very powerful directive because the requirement specification is an arbitrarily complex boolean
expression containing any number of access checks.

The expression must match the following syntax (given as a BNF grammar notation):

expr

conp

wor dl i st

wor d

= "true" | "fal se"
1" expr
expr "&&" expr
expr "||" expr
(" expr ")"
conp
:=word "==" word | word "eq" word

word "!=" word | word "ne" word
word "<" word | word "It" word
word "<=" word | word "le" word
word ">" word | word "gt" word
word ">=" word | word "ge" word
word "in" "{" wordlist "}"
word "=~" regex
word "!~" regex

= word

| wordlist "," word

r=digit
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|

|

|
digit =[0-9]+
cstring =" "
variable ::=
function ::=

while for var nane any variable from Table 3 can be used. Finally for f uncname the following

functions are available:

« file(filename)

This function takes one string argument and expands to the contents of the file. Thisis especialy

cstring
vari abl e
function

n .0/{ I.I Var narre II}II
funcnane "(" funcargs ")"

useful for matching this contents against a regular expression, etc.

Notice that expression is first parsed into an internal machine representation and then evaluated in a
second step. Actually, in Global and Per-Server Class context expression is parsed at startup time and
a runtime only the machine representation is executed. For Per-Directory context this is different:

here expression hasto be parsed and immediately executed for every request.

Example

SSLRequi re ( % SSL_Cl PHER}
and 4 SSL_CLI ENT_S DN G eq "Snake QG |,
and % SSL_CLIENT_S DN _QU} i

|~ m A(EXP| NULL) -/ \

"\

"CA", " Dev"} \

and % TI ME_WDAY} >= 1 and %{TI ME_WDAY} <= 5 \
and % TI ME_ HOUR} >= 8 and % TI ME HOUR} <= 20 ) \
or % REMOTE_ADDR} =~ m A192\.76\.162\.[0- 9] +$/

Sandard CGI/1.0 and Apache variables:

HTTP_USER AGENT
HTTP_REFERER
HTTP_COXKI E
HTTP_FORWARDED
HTTP_HOST
HTTP_PROXY_CONNECTI ON
HTTP_ACCEPT
HTTP: header nane
THE_REQUEST
REQUEST METHCD
REQUEST _SCHEME
REQUEST _URI
REQUEST FI LENAME

S3.-related variables;

HTTPS

SSL_PROTOCOL
SSL_SESSI ON_I D

SSL_Cl PHER

SSL_ClI PHER_EXPORT
SSL_Cl PHER_ALGKEYSI ZE
SSL_Cl PHER_USEKEYSI ZE
SSL_VERSI ON_LI BRARY
SSL_VERSI ON_| NTERFACE

PATH_| NFO
QUERY_STRI NG
REMOTE_HOST
REMOTE_| DENT
|' S SUBREQ
DOCUMENT _ROOT
SERVER_ADM N
SERVER_NAVE
SERVER_PORT
SERVER_PROTOCOL
REMOTE_ADDR
REMOTE_USER

ggggggg
9o Yo

AUTH_TYPE
SERVER SOFTWARE
APl _VERSI ON

TI ME_YEAR

TI ME_MON

TI ME_DAY

TI ME_HOUR
TIME MN

TI ME_SEC

TI ME_VWDAY

TI ME

ENV: vari abl enane

SSL_SERVER_M VERS| ON
SSL_SERVER_M_SERI AL
SSL_SERVER_V_START
SSL_SERVER_V_END
SSL_SERVER_S_DN

SSL_SERVER S DN C
SSL_SERVER S DN ST
SSL_SERVER S DN L
SSL_SERVER_S DN O
SSL_SERVER_S_DN QU
SSL_SERVER_S_DN CN
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SSL_CLIENT_S DN_T SSL_SERVER S DN T
SSL_CLI ENT_S _DN_| SSL_SERVER_S_DN_|
SSL_CLI ENT_S DN G SSL_SERVER S DN G
SSL_CLI ENT_S DN_S SSL_SERVER S DN_S
SSL_CLI ENT_S DN D SSL_SERVER_S DN D
SSL_CLIENT_ S DN UD  SSL_SERVER S DN U D
SSL_CLIENT_S DN Emai| SSL_SERVER_S DN _Emai |
SSL_CLI ENT_I _DN SSL_SERVER_| _DN
SSL_CLIENT_I _DN_C SSL_SERVER | _DN_C
SSL_CLI ENT_| _DN_ST SSL_SERVER | _DN_ST
SSL_CLI ENT_I _DN L SSL_SERVER | _DN L
SSL_CLI ENT_I _DN_O SSL_SERVER | _DN_O
SSL_CLI ENT_| _DN_QU SSL_SERVER | _DN_QU
SSL_CLI ENT_| _DN_CN SSL_SERVER_| _DN_CN
SSL_CLIENT_I _DN_T SSL_SERVER | _DN_T
SSL_CLI ENT_| _DN_| SSL_SERVER | _DN_|
SSL_CLI ENT_| _DN_G SSL_SERVER | _DN_G
SSL_CLI ENT_I _DN_S SSL_SERVER | _DN_S
SSL_CLI ENT_I _DN_D SSL_SERVER | _DN_D
SSL_CLIENT_I _DN_UD  SSL_SERVER | _DN_U D
SSL_CLI ENT_| _DN_Emai | SSL_SERVER | _DN_Emai
SSL_CLI ENT_A_SI G SSL_SERVER A_SI G
SSL_CLI ENT_A_KEY SSL_SERVER_A_KEY
SSL_CLI ENT_CERT SSL_SERVER_CERT

SSL_CLI ENT_CERT_CHAI Nn
SSL_CLI ENT_VERI FY

SSL RequireSSL Directive

Description: Deny access when SSL is not used for the HTTP request

Syntax: SSLRequi r eSSL
Context: directory, .htaccess
Override: AuthConfig
Status: Extension

Module: mod_sd

This directive forbids access unless HTTP over SSL (i.e. HTTPS) is enabled for the current
connection. Thisis very handy inside the SSL-enabled virtual host or directories for defending against
configuration errors that expose stuff that should be protected. When this directive is present all
requests are denied which are not using SSL.

Example
SSLRequi r eSSL

SSL SessionCache Directive

Description: Type of the global/inter-process SSL Session Cache

Syntax: SSLSessi onCache type
Default: SSLSessi onCache none
Context: server config

Status: Extension

Module: mod_sd
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This configures the storage type of the global/inter-process SSL Session Cache. This cache is an
optional facility which speeds up parallel request processing. For requests to the same server process
(via HTTP keep-alive), OpenSSL already caches the SSL session information locally. But because
modern clients request inlined images and other data via parallel requests (usually up to four parallel
requests are common) those requests are served by different pre-forked server processes. Here an
inter-process cache helps to avoid unneccessary session handshakes.

The following two storage types are currently supported:

* none
Thisisthe default and just disables the global/inter-process Session Cache. Thereis no drawback
in functionality, but a noticeable speed penalty can be observed.

« dbm/path/to/datafile
This makes use of a DBM hashfile on the local disk to synchronize the local OpenSSL memory
caches of the server processes. The dight increase in 1/0 on the server resultsin avisible request
speedup for your clients, so thistype of storage is generally recommended.

+ shm/path/to/datafile[(size)]

This makes use of a high-performance hash table (approx. size bytes in size) inside a shared
memory segment in RAM (established via / pat h/ t o/ dat afi | €) to synchronize the local
OpenSSL memory caches of the server processes. This storage type is not available on al
platforms.

Examples

SSLSessi onCache dbm /usr/ | ocal / apache/ | ogs/ ssl _gcache_dat a
SSLSessi onCache shm /usr/ | ocal / apache/ | ogs/ ssl _gcache_dat a(512000)

SSL SessionCacheTimeout Directive

Description: Number of seconds before an SSL session expiresin the Session Cache

Syntax: SSLSessi onCacheTi meout seconds
Default: SSLSessi onCacheTi nmeout 300
Context: server config, virtual host

Status: Extension

Module: mod_sdl

This directive sets the timeout in seconds for the information stored in the global/inter-process SSL
Session Cache and the OpenSSL internal memory cache. It can be set as low as 15 for testing, but
should be set to higher values like 300 in real life.

Example
SSLSessi onCacheTi neout 600

SSL VerifyClient Directive

Description: Type of Client Certificate verification
Syntax: SSLVerifyCQient |evel
Default: SSLVerifydient none
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Context: server config, virtual host, directory, .htaccess
Override: AuthConfig

Status: Extension

Module: mod_sdl

This directive sets the Certificate verification level for the Client Authentication. Notice that this
directive can be used both in per-server and per-directory context. In per-server context it applies to
the client authentication process used in the standard SSL handshake when a connection is established.
In per-directory context it forces a SSL renegotation with the reconfigured client verification level
after the HTTP request was read but before the HTTP response is sent.

Thefollowing levels are available for level:

+ none: no client Certificateisrequired at all

+ optional: the client may present avalid Certificate

+ require: the client hasto present avalid Certificate

« optional_no_ca: the client may present avalid Certificate
but it need not to be (successfully) verifiable.

In practice only levels none and require are realy interesting, because level optional doesn't work
with all browsers and level optional_no_ca is actually against the idea of authentication (but can be
used to establish SSL test pages, etc.)

Example
SSLVerifydient require

SSL VerifyDepth Directive

Description: Maximum depth of CA Certificates in Client Certificate verification

Syntax: SSLVer i f yDept h nunber

Default: SSLVerifyDepth 1

Context: server config, virtual host, directory, .htaccess
Override: AuthConfig

Status: Extension

Module: mod_sd

This directive sets how deeply mod_ssl should verify before deciding that the clients don't have avalid
certificate. Notice that this directive can be used both in per-server and per-directory context. In
per-server context it applies to the client authentication process used in the standard SSL handshake
when a connection is established. In per-directory context it forces a SSL renegotation with the
reconfigured client verification depth after the HTTP request was read but before the HTTP response
issent.

The depth actually is the maximum number of intermediate certificate issuers, i.e. the number of CA
certificates which are max allowed to be followed while verifying the client certificate. A depth of 0
means that self-signed client certificates are accepted only, the default depth of 1 means the client
certificate can be self-signed or has to be signed by a CA which is directly known to the server (i.e. the
CA'scertificateisunder SSLCACer ti fi cat ePat h), etc.
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Example
SSLVeri fyDepth 10

URI References

1 http://www.openssl.org/

121 http://httpd.apache.org/docs-2.1/ssl/

131 http://httpd.apache.org/docs-2.1/sdl/ssl_compat.html

14 http://httpd.apache.org/docs-2.1/mod/mod_log_config.html#formats
151 http://www.lothar.com/tech/crypto/



