Apache MPM perchild

Description: Multi-Processing Module allowing for daemon processes serving regquests to be
assigned a variety of different userids

Status: MPM

Module Identifier: mpm_perchild_ module

SourceFile: perchild.c

Summary

This MPM does not currently work on most platforms. Work is ongoing to make it functional.

This Multi-Processing Module (MPM) implements a hybrid multi-process, multi-threaded web server.
A fixed number of processes create threads to handle requests. Fluctuations in load are handled by
increasing or decreasing the number of threads in each process.
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= Setting which addresses and ports Apache uses

How it works

A single control process launches the number of child processes indicated by the NunBervers
directive at server startup. Each child process creates threads as specified in the St art Thr eads
directive. The individual threads then listen for connections and serve them when they arrive.

Apache aways tries to maintain a pool of spare or idle server threads, which stand ready to serve
incoming requests. In this way, clients do not need to wait for new threads to be created. For each
child process, Apache assesses the number of idle threads and creates or destroys threads to keep this
number within the boundaries specified by M nSpar eThr eads and MaxSpar eThr eads. Since this
process is very self-regulating, it is rarely necessary to modify these directives from their default
values. The maximum number of clients that may be served simultaneously is determined by
multiplying the number of server processes that will be created (Nunter vers) by the maximum
number of threads created in each process (MaxThr eadsPer Chi | d).
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While the parent process is usually started as root under Unix in order to bind to port 80, the child
processes and threads are launched by Apache as a less-privileged user. The User and G oup
directives are used to set the privileges of the Apache child processes. The child processes must be
able to read al the content that will be served, but should have as few privileges beyond that as
possible. In addition, unless suexec? is used, these directives also set the privileges which will be
inherited by CGlI scripts.

MaxRequest sPer Chi | d controls how frequently the server recycles processes by killing old ones
and launching new ones.

Working with different user-IDs

The per chi | d MPM adds the extra ability to specify that particular processes should serve requests
under different user-1Ds. These user-1Ds can then be associated with specific virtua hosts. You have
to use one Chi | dPer User | D directive for every user/group combination you want to be run. Then
you can tie particular virtual hosts to that user and group 1Ds.

The following example runs 7 child processes. Two of them are run under user 1/gr oup1. The next
four are run under user 2/gr oup2 and the remaining process uses the User and G oup of the main
server:

Global config

Nuntervers 7
Chi | dPer User | D user1 groupl 2
Chi | dPer User | D user2 group2 4

Using unbalanced numbers of processes as above is useful, if the particular virtual hosts produce
different load. The assignment to the virtual hosts is easily done as in the example below. In
conclusion with the example above the following assumes, that ser ver 2 has to serve about twice of
the hits of ser ver 1.

Example
NanmeVi r t ual Host *

<Vi rtual Host *>

Server Nane fal | backhost

# no assignment; use fallback
</ Vi rt ual Host >

<Vi rtual Host *>

Server Name serverl

Assi gnUser | D user1l groupl
</ Vi r t ual Host >

<Vi rtual Host *>

Server Nane server?2

Assi gnUser | D user2 group2
</ Vi rt ual Host >

AssignUser | D Directive

Description: Tieavirtual host to auser and group 1D
Syntax: AssignUser| D user-id group-id
Context: virtual host
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Status: MPM
Module: perchild

Tie a virtual host to a specific user/group combination. Requests addressed to the virtual host where
this directive appears will be served by a process running with the specified user and group ID.

The user and group ID has to be assigned to a number of children in the global server config using the
Chi | dPer User | D directive. See the section above for a configuration example.

ChildPerUser I D Directive

Description: Specify user ID and group ID for anumber of child processes

Syntax: Chi | dPer User I D user-id group-id numchildren
Context: server config

Status: MPM

Module: perchild

Specify auser ID and group ID for a number of child processes. The third argument, num-children, is
the number of child processes to start with the specified user and group. It does not represent a specific
child number. In order to use this directive, the server must be run initialy asr oot . If you start the
server as anon-root user, it will fail to change to the lesser privileged user.

If the total number of child processes, found by totaling al of the third arguments to al
Chi | dPer User | D directives in the config file, isless than Nunter ver s, then al remaining children
will inherit the User and G oup settings from the main server. See the section above for a
configuration example.

Security

Don't set user-id (or group-id) to r oot unless you know exactly what you are doing, and what
the dangers are.

M axT hreadsPer Child Directive

Description: Maximum number of threads per child process

Syntax: MaxThr eadsPer Chi | d nunber
Default: MaxThr eadsPer Chi | d 64
Context: server config

Status: MPM

Module: perchild

This directive sets the maximum number of threads that will be created in each child process. To
increase this value beyond its default, it is necessary to change the value of the ThreadLi mit
directive and stop and re-start the server.

NumSer ver s Directive

Description: Total number of children alive at the same time
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Syntax: NunSer vers nunber
Default: NunBervers 2
Context: server config

Status: MPM

Module: perchild

The NunSer ver s directive determines the number of children alive at the same time. This number
should be large enough to handle the requests for the entire site. To increase this value beyond the
value of 8, it is necessary to change the value of the Ser ver Li ni t directive and stop and re-start the
server. See the section above for a configuration example.

URI References

1 http://httpd.apache.org/docs-2.1/bind.html
121 http://httpd.apache.org/docs-2.1/suexec.html



