SSL/TL S Strong Encryption: Compatibility

All PCs are compatible. But some of them are more compatible than others.
-- Unknown

Here we talk about backward compatibility to other SSL solutions. As you perhaps know, mod_sdl is
not the only existing SSL solution for Apache. Actualy there are four additional major products
available on the market: Ben Laurie's freely available Apache-SSL * (from where mod_ss were
originally derived in 1998), RedHat's commercial Secure Web Server? (which is based on mod_sdl),
Covalent's commercial Raven SSL Module® (also based on mod_ssl) and finally C2Net's commercial
product Stronghold“ (based on a different evolution branch named Sioux up to Stronghold 2.x and
based on mod_sdl since Stronghold 3.x).

The idea in mod_sd is mainly the following: because mod_ss provides mostly a superset of the
functionality of all other solutions we can easily provide backward compatibility for most of the cases.
Actually there are three compatibility areas we currently address. configuration directives,
environment variables and custom log functions.
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Configuration Directives

For backward compatibility to the configuration directives of other SSL solutions we do an on-the-fly
mapping: directives which have a direct counterpart in mod_ss are mapped silently while other
directives lead to a warning message in the logfiles. The currently implemented directive mapping is
listed in Table 1. Currently full backward compatibilty is provided only for Apache-SSL 1.x and
mod_sd 2.0.x. Compatibility to Sioux 1.x and Stronghold 2.x is only partial because of specia
functionality in these interfaces which mod_sdl (still) doesn't provide.

Table 1: Configuration Directive M apping

Old Directive mod_sdl Directive Comment
Apache-SSL 1.x & mod_ssl 2.0.x compatibility:
SSLEnabl e SSLEngi ne on compactified
SSLDi sabl e SSLEngi ne of f compactified
SSLLogFi | e file SSLLog file compactified
SSLRequi r edCi pher s spec SSLCi pher Sui t e spec renamed
SSLRequi r eCi pher cl ... SSLRequi re % SSL_Cl PHER} i n generalized

{"c1l", ...}
SSLBanCi pher cl ... SSLRequi re not generalized

(% SSL_CI PHER} in {"cl",

Y
SSLFakeBasi cAut h SSLOpt i ons +FakeBasi cAuth  merged
SSLCacheSer ver Pat h dir - functionality removed
SSLCacheSer ver Port integer - functionality removed

Apache-SSL 1.x compatibility:
SSLExportClientCertificates SSLOptions +ExportCertData merged



SSL/TLS Strong Encryption: Compatibility

Old Directive
SSLCacheSer ver RunDi r dir

Sioux 1.x compatibility:
SSL_CertFil e file
SSL_KeyFi | e file

SSL_Gi pher Sui t e arg
SSL_X509Veri fyDir arg
SSL_Log file

SSL_Connect flag

SSL_Cli ent Aut h arg
SSL_X509Veri f yDept h arg

SSL_Fet chKeyPhr aseFr omarg

SSL_Sessi onDi r dir
SSL_Requi r e expr
SSL_CertFil eType arg
SSL_KeyFi | eType arg
SSL_X509Veri fyPol i cy arg
SSL_LogX509Attri but es arg

Stronghold 2.x compatibility:
St ronghol dAccel er at or dir

St r onghol dKey dir
St r onghol dLi censeFi | e dir

SSLFI ag flag

SSLSessi onLockFi | e file
SSLCi pher Li st spec
Requi r eSSL

SSLErrorFil e file

SSLRoot dir
SSL_CertificateLogDir dir
Aut hCert Di r dir

SSL_G oup hame

mod_sd Directive

SSLCertificateFilefile
SSLCertificateKeyFil e file
SSLCi pher Suit e arg
SSLCACerti ficatePat harg
SSLLogFi | e file

SSLENngi ne flag
SSLVerifydient arg
SSLVeri f yDept h arg

SSLENgi ne flag
SSLMut ex file

SSLCi pher Sui t e spec
SSLRequi r eSSL

Comment

functionality not
supported

renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed

not directly mappable;
use
SSL PassPhraseDialog

not directly mappable;
use SSL SessionCache

not directly mappable;
use SSLRequire

functionality not
supported

functionality not
supported

functionality not
supported

functionality not
supported

functionality not
supported

functionality not
supported

functionality not
supported

renamed
renamed
renamed
renamed

functionality not
supported

functionality not
supported

functionality not
supported

functionality not
supported

functionality not
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Old Directive mod_sdl Directive Comment
supported
SSLPr oxyMachi neCert Pat h dir - functionality not
supported
SSLPr oxyMachi neCert Fil e file - functionality not
supported
SSLProxyCACertificatePathdir - functionality not
supported
SSLProxyCACertificateFile - functionality not
file supported
SSLPr oxyVer i f yDept h number - functionality not
supported
SSLPr oxyGi pher Li st spec - functionality not
supported

Environment Variables

When you use “"SSLOpt i ons +Conpat EnvVvar s" additional environment variables are generated.
They al correspond to existing official mod_ss variables. The currently implemented variable
derivationislisted in Table 2.

Table 2: Environment Variable Derivation

Old Variable mod_sdl Variable Comment
SSL_PROTOCOL_VERSI ON SSL_PROTOCOL renamed
SSLEAY_VERSI ON SSL_VERSI ON_LI BRARY renamed
HTTPS _SECRETKEYSI ZE SSL_Cl PHER _USEKEYSI ZE renamed
HTTPS_KEYSI ZE SSL_Cl PHER _ALGKEYSI ZE renamed
HTTPS_Cl PHER SSL_Cl PHER renamed
HTTPS_EXPORT SSL_Cl PHER_EXPORT renamed
SSL_SERVER KEY_SI ZE SSL_Cl PHER_ALGKEYSI ZE renamed
SSL_SERVER _CERTI FI CATE SSL_SERVER CERT renamed
SSL_SERVER _CERT_START SSL_SERVER V_START renamed
SSL_SERVER CERT_END SSL_SERVER V_END renamed
SSL_SERVER CERT_SERI AL SSL_SERVER M SERI AL renamed
SSL_SERVER S| GNATURE_ALGORI THM  SSL_SERVER A SI G renamed
SSL_SERVER DN SSL_SERVER S DN renamed
SSL_SERVER _CN SSL_SERVER S DN _CN renamed
SSL_SERVER_EMAI L SSL_SERVER S DN Emai | renamed
SSL_SERVER O SSL_SERVER S DN O renamed
SSL_SERVER QU SSL_SERVER S DN QU renamed
SSL_SERVER C SSL_SERVER S DN C renamed
SSL_SERVER SP SSL_SERVER S DN _SP renamed
SSL_SERVER L SSL_SERVER S DN L renamed
SSL_SERVER | DN SSL_SERVER | _DN renamed

SSL_SERVER | CN SSL_SERVER | _DN_CN renamed
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Old Variable
SSL_SERVER | EMAI L
SSL_SERVER | O
SSL_SERVER | QU
SSL_SERVER | C
SSL_SERVER | SP
SSL_SERVER | L

SSL_CLI ENT_CERTI FI CATE
SSL_CLI ENT_CERT_START
SSL_CLI ENT_CERT_END
SSL_CLI ENT_CERT_SERI AL

SSL_CLI ENT_SI GNATURE_ALGCRI THM

SSL_CLI ENT_DN
SSL_CLI ENT_CN

SSL_CLI ENT_EMAI L

SSL_CLI ENT_O

SSL_CLI ENT_QU
SSL_CLIENT_C

SSL_CLI ENT_SP
SSL_CLIENT_L

SSL_CLI ENT_I DN

SSL_CLI ENT_I CN

SSL_CLI ENT_| EMAI L
SSL_CLIENT_| O

SSL_CLI ENT_| QU
SSL_CLIENT_IC

SSL_CLI ENT_I SP
SSL_CLIENT_IL

SSL_EXPORT

SSL_KEYSI ZE

SSL_SECKEYS| ZE
SSL_SSLEAY_VERSI ON
SSL_STRONG_CRYPTO
SSL_SERVER_KEY_EXP
SSL_SERVER_KEY_ALGORI THM
SSL_SERVER _KEY_SI ZE
SSL_SERVER_SESSI ONDI R
SSL_SERVER CERTI FI CATELOGDI R
SSL_SERVER CERTFI LE
SSL_SERVER KEYFI LE
SSL_SERVER KEYFI LETYPE
SSL_CLI ENT_KEY_EXP
SSL_CLI ENT_KEY_ALGORI THM
SSL_CLI ENT_KEY_SI ZE

mod_sdl Variable

SSL_SERVER | _DN_Emai |

SSL_SERVER | _DN_O
SSL_SERVER | _DN_QU
SSL_SERVER | DN C
SSL_SERVER | _DN_SP
SSL_SERVER | DN L
SSL_CLI ENT_CERT
SSL_CLI ENT_V_START
SSL_CLI ENT_V_END
SSL_CLI ENT_M SERI AL
SSL_CLIENT_A SI G
SSL_CLI ENT_S_DN
SSL_CLI ENT_S_DN_CN

SSL_CLI ENT_S_DN_Emai |

SSL_CLIENT_S DN O
SSL_CLI ENT_S_DN_QU
SSL_CLIENT_S DN C
SSL_CLI ENT_S_DN_SP
SSL_CLIENT_S DN L
SSL_CLI ENT_I _DN
SSL_CLI ENT_| _DN_CN

SSL_CLI ENT_| _DN_Emai |

SSL_CLIENT_I _DN O
SSL_CLI ENT_| _DN_QU
SSL_CLIENT_I _DN C
SSL_CLI ENT_| _DN_SP
SSL_CLIENT | DN L
SSL_Cl PHER_EXPORT

SSL_Cl PHER_ALGKEYSI ZE
SSL_Cl PHER _USEKEYSI ZE

SSL_VERSI ON_LI BRARY

Comment

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

renamed

Not supported by mod_sd
Not supported by mod_sdl
Not supported by mod_sdl
Not supported by mod_sdl
Not supported by mod_sdl
Not supported by mod_sdl
Not supported by mod_sdl
Not supported by mod_sdl
Not supported by mod_sdl
Not supported by mod_sdl
Not supported by mod_sdl
Not supported by mod_ssl
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Custom L og Functions

When mod_sdl is built into Apache or at least loaded (under DSO situation) additional functions exist
for the Custom Log Format® of mod | og_confi g as documented in the Reference Chapter. Beside
the %4 varname} x" eXtension format function which can be used to expand any variables provided
by any module, an additional Cryptography ~"9% name} c" cryptography format function exists for
backward compatibility. The currently implemented function calls arelisted in Table 3.

Table 3: Custom Log Cryptography Function

Function Call Description

% ..{version}c SSL protocol version

% ..{cipher}c SSL cipher

% ..{subjectdn}c Client Certificate Subject Distinguished Name
% ..{issuerdn}c Client Certificate Issuer Distinguished Name
% ..{errcode}c Certificate Verification Error (numerical)
%..{errstr}c Certificate Verification Error (string)
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